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of South African large enterprises

CrossMark

Background: The adoption of cloud services can enable enterprises to realise improved cost
structures, agility and productivity, yet the rate of adoption has been measured. Despite the
benefits of cloud computing and the fact that the overall adoption of public cloud services is
gaining momentum, South African large enterprises are cautious in adopting the services of
cloud service providers because of perceived challenges of cloud adoption.

Objectives: The objective of this study was to examine how do South African large enterprises
assess and advance their cloud readiness and maturity such that cloud service practices
contribute positively to business efficiency and agility whilst mitigating against the perceived
risks of cloud computing.

Method: This research employed a qualitative approach using in-depth interviews. Sixteen
South African large enterprise cases were studied by interacting with respondents associated
with cloud decision-making. Data were collected from specific cases, utilising non-probability
sampling.

Results: Reinvention of the organisation can be enabled through the advanced, integrated
cloud and analytic features available through the global public cloud providers such as
artificial intelligence and machine learning. A cloud maturity framework and a cloud capability
maturity model to optimise and advance cloud maturity status are presented.

Conclusion: This article guides information technology (IT) managers to achieve an optimal
cloud maturity status level using a proposed cloud capability maturity model. The cloud
framework developed in this study will assist IT managers and decision-makers to use
evidence-based management principles to determine their maturity of cloud adoption.

Keywords: cloud maturity; cloud service model; cloud capability maturity model; cloud
service provider.

Introduction

According to Moonasar and Naicker (2018), large enterprises could use frameworks to assess
their readiness and maturity of cloud services adoption. This research builds on those concepts
and presents the qualitative interview data analysis and results of the study by Moonasar
(2019).

The benefits of cloud services adoption by large enterprises include the following: enablement
and realisation of improved cost structures, greater agility and improved productivity. These
cloud adoption benefits have resulted in an acceleration of cloud service implementation by large
enterprises (Moonasar 2019). Cloud services are also a key component of the value chain of
emerging technologies such as the Internet of Things (IoT). Cloud, as a technology and a platform,
is also rapidly evolving. For example, a novel Cloud IoT paradigm is described by Botta et al.
(2016), where Cloud and IoT are merged as disruptive and as an enabler of future application
scenarios. The problem is that despite the benefits of cloud computing (CC) and the fact that the
overall adoption of public cloud services is gaining momentum, South African large enterprises
are cautious in adopting the services of local cloud service providers because of perceived
challenges of cloud adoption. Many of the respondents, who were interviewed during this study,
confirmed this view (Moonasar 2019).

The main research question is, ‘how do South African large enterprises assess and advance their
cloud readiness and maturity?” The key benefits of mature cloud service practices are their
positive contribution to improved business efficiency and agility. In addition, optimising cloud
maturity mitigates the perceived risks of CC.

http://www.sajim.co.za . Open Access
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Although the features and proficiencies of CC ‘have been
widely discussed, entry into the cloud is still lacking in terms
of practical, real frameworks’ (Bildosola et al. 2015:1). There are
limitations associated with existing technology adoption
theories that limit their suitability in assessing an organisation’s
propensity to adopt new technologies. The technology
acceptance model (TAM), diffusion of innovation (DOI) theory,
the technology, organisation and environment (TOE)
framework, resource dependency theory (RDT) and the
information technology (IT) governance model are useful
theories associated with technology adoption. However, each
of these models has inherent limitations when applied to cloud
adoption. The TAM focuses on the perceived usefulness and
the users’ perceived use of the technology being adopted.
Diffusion of innovation theory, developed in 1962, originated
in communication to explain how technology innovations or a
product gains momentum and is adopted by an organisation.
Innovation, through the use of cloud technology, enables
organisations to reinvent their business models. The TOE
framework focuses on technology and organisational and
environmental impacts of technology adoption on an
organisation. Resource dependency theory evaluates the
impact of an organisation’s dependency on critical resources.
The key aim of the IT governance model is improved IT
governance and risk management.

This research proposed a cloud capability maturity model
(CCMM), for organisations based on the relevant constructs of
each of these theories. It also presents the feedback from the
industry participants on the CCMM model. This research
proposes an adapted model, to assist chief information officers
(CIOs) and IT managers to assess and progress their readiness
and maturity of cloud adoption. Managers of large enterprises
can use evidence-based principles as a basis for practices to
close the ‘research-practice gap” (Conway & Curry 2012).

A framework or model is needed to determine the state of
readiness and maturity of South African enterprises to either
initiate or accelerate the adoption of local cloud provider
services. Improved maturity of existing cloud-service
practices or new adoption of cloud services could improve
business productivity and profitability. The output of this
qualitative research is a CCMM that guides organisations to
evolve their cloud maturity. This maturity model is the result
of the survey conducted with the industry participants.

Therefore, the purpose of this research is to improve the
understanding of the particular business or management
problem of assessing the readiness, and therefore maturity to
adopt CC technology.

Literature review

The findings of the literature review support the need for a
cloud maturity model to guide large enterprises.

Cloud computing

There is no single, widely adopted definition of CC (Basson
2014). Gartner (2020:1) and National Institute’s (NIST)
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commonly referenced definitions of CC are described here,
according to which CC is: ‘[a] style of computing where
scalable and elastic IT-enabled capabilities are delivered as a
service to external customers using Internet technologies’.
The National Institute defines that (Mell & Grance 2011):

[Clloud computing is a model for enabling convenient,
on-demand network access to a shared pool of configurable
computing resources (i.e. networks, servers, storage, applications
and services) that can be rapidly provisioned and released
with minimal management effort or service provider interaction.

(p-50)

Gartner and Durao et al. (2014) specifically define cloud
services as those services that are consumed over the
Internet. Whilst this is commonly the case with public cloud
services, cloud services can also be retrieved through
dedicated or assured rate access links. Dedicated access
links may be preferred over public Internet links because of
contracted Service Level Agreements for uptime and
throughput. Public cloud service providers such as Amazon
Web Services (AWS) and Microsoft Azure have also
augmented best-effort Internet access with their Direct
Connect and Express Route services, respectively. These
global cloud service providers are currently the leading
service providers of Infrastructure as a Service (IaaS) cloud
service worldwide. Microsoft has only launched a data
centre in the African continent in 2019 and AWS has
announced an imminent launch. This offers South African
enterprises more choices of cloud configurations, making
the need for a governing framework even more relevant.

The IoT is a fresh approach, relying on the communication of
smart devices (things) with each other and with cloud
resources through the Internet (Cavalcante et al. 2016). The
emergence of these innovative technologies should not be
viewed as competitive technologies to CC. Cloud computing
is an enabler of these technologies (Han et al. 2015). Cloud
services are an integral part of the IoT value chain.

This research, therefore, focuses on the cloud maturity
assessment of 16 South African large enterprises. Whilst many
enterprises have an understanding of server virtualisation
implementations, they may not be procedurally ready for
cloud deployment (Alvarez 2012). Large organisations could
face greater challenges with cloud services adoption as they
are associated with larger, complex and integrated IT
infrastructure and processes (Nasir & Niazi 2011).

Cloud computing is consequently a developing concept
(Chihande 2015). Maturity models are accordingly required
to guide enterprises through the various stages of cloud
maturity. The use of cloud maturity models will benefit
enterprises to evolve to an optimal state of maturity by
considering best practices. This model allows an organisation
to examine its current capabilities and characteristics
(descriptive), list and recommend actions (prescriptive), and
enables comparisons with peers in similar industry verticals
by benchmarking their status (Weiss et al. 2013).
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This research proposes that readiness to adopt cloud services
is based on adherence to best practices (guided and derived
through theory). Therefore, the propensity to adopt specific
cloud service models will determine the cloud maturity of an
organisation. An enterprise’s cloud adoption can be complex,
as described by Trivedi (2013:3): ‘Cloud Computing adoption
requires that organisations have readiness on multiple
dimensions including Governance, Process Analysis and
Improvement, Application Rationalisation and Modernisation,
and Hardware and Software Standardisation’.

Readiness typically determines the degree of cloud adoption
by enterprises. Key indicators of a cloud adoption journey
include Proof of Concepts (PoCs) of infrastructure services,
virtualisation of user desktop and the use of platform and
software as services. The enterprise cloud adoption journey
is usually a phased approach spanning multiple 5-year plans.

Enterprises adopt cloud services and technologies at different
points in time because of differences in their readiness for cloud
adoption. The approach of cloud service adoption also varies
from using the cloud as complementary to existing IT systems
to the cloud as a total replacement strategy. Cloud computing
and cloud service adoption is, therefore, dynamic and requires
guidelines and best practices (Conway & Curry 2012). Besides,
different enterprises are at several varying stages of cloud
adoption. These enterprises need guidelines and best practices
to progress through the stages of cloud maturity, that is, from
an initial state to a preferred optimal state.

This research has concentrated on the CCMM as it is the most
broadly recognised maturity model (Weiss et al. 2013). The
CCMM also provides for enhanced complexity and focus on
organisational processes and procedures, making it a suitable
choice for a cloud adoption maturity model (Duarte 2013).

Key themes identified in the literature review

Cloud adoption is a complex process. There are multiple
definitions of CC and various service and deployment
models. The benefits of CC are also accompanied by real and
perceived challenges to the enterprise. The various available
technology adoption models have inherent advantages and
disadvantages. The theoretical framework of this research
was generated by applied advantages of these available
frameworks: TAM (Davis 1989), DOI (Rogers 2003), IT
governance framework (Weill & Ross 2005), TOE (Tornatzky
& Fleischer 1990) and RDT (Boyd 1990).

The proposed model leverages the advantages of the well-
known theories of technology adoption to best suit cloud
adoption by large organisations. The proposed conceptual
model of this study is aimed at an organisation rather than
an individual level of technology or cloud adoption. The
specific contexts of the market or industry in terms of
technology, environment and social systems of the DOI
model (MacVaugh & Schiavone 2010) render it more
relevant to cloud adoption than the TAM (which is focused
on technology adoption by individuals).
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The constructs of this framework are, therefore, not the
generic constructs of existing models but have been adapted
to create a model that guides cloud adoption. Cloud adoption
is contextual as it could be affected by various factors, for
example, the location of the physical cloud infrastructure; the
performance of the cloud service provider (CSP) infrastructure;
connectivity characteristics such as latency, bandwidth costs
and availability of access links/bandwidth to corporate
offices that need connectivity to the CSP, compliance and
support of emerging technology. Specific regulation
compliance requirements such as data sovereignty or
performance (latency) may also govern which cloud services
need to be adopted by specific enterprises (Alharthi et al.
2015), for example, Protection of Private Information Act (POPI).

The major CSPs usually leverage lower operating costs by
building their mega data centres in remote locations that offer
cheaper land and electricity facilities. Customer premises and
users can therefore be located thousands of kilometres away.
The performance impacts are negligible and the economies of
scale benefits are great for long-term, rarely accessed gigantic
volumes of archival data. However, for many modern
business applications, public clouds located far away hamper
the required real-time responsiveness of more frequently
accessed and performance-sensitive workloads (Rubin 2015).

A local CSP could offer the required lower latency cloud
services. This could be the smart solution for organisations
seeking scalability, agility and pay-as-you-use features of
CSPs. Whilst small companies simply access cloud services
over the Internet, larger enterprises and government agencies
have established their private cloud capabilities and complex
intranets (Lecklider 2017).

There could be great optimisation and risk mitigation benefits
for large enterprises that assess their cloud maturity using a
maturity model. This could reverse the current status in
South Africa, where small and medium enterprises (SMEs)
have adopted more public cloud services than larger
enterprises (Pieterse 2013).

Conceptual model

The framework shown in Figure 1 has been developed using
the relevant constructs of technology adoption theories, for
example, DOI, TOE, RDT and the IT governance theory.

These are the input variables of the cloud adoption maturity
model. Each of the cloud service models is assessed individually
to achieve the desired business goals of efficiency and agility.
This model has been adapted from a previous study on cloud
adoption using the TOE theory by Lal and Bharadwaj (2016).
This model was conceptualised as the theoretical basis of the
survey questionnaire and the resultant CCMM.

The conceptual model proposed in this research utilises the
DOI theory constructs as a subset of the independent
variables. The very definitions of the constructs of the DOI
model reflect its inherent subjectivity.
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FIGURE 1: Conceptual framework for the cloud capability maturity model.

The Relative Advantage construct is defined as the ‘degree to
which an innovation is perceived as being better than the
idea it supersedes’, whilst Complexity is defined as the
‘degree to which an innovation is perceived to be relatively
difficult to understand and use’ (Rogers 2003:15). These
constructs are dependent on the perception of individuals
and organisations that make them subjective.

The RDT of the proposed conceptual model also uses the
construct of the organisation’s trust in the CSP. Trust is a rich
and complex mental attitude. Castelfranchi and Falcone
(2000) argue in support of a perceptive understanding of
trustbased on an intricate mix of beliefs and values. Therefore,
the RDT also contributes an additional subjective component
to the conceptual model of this study.

As depicted in Figure 1, the independent variables of this
study are the constructs of the DOI, TOE, RDT and IT
governance theories. Relative Advantage, Complexity,
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Trialability, Compatibility and Reinvention are key constructs
of DOI (Sahin 2006) that diffuse innovative technology
through a social system or organisation (Rogers 2003).
Innovation, through cloud adoption, could result in the
organisation gaining a relative advantage over their
competitors.

These levels of complexity of cloud solutions and
compatibility with existing systems influence the level of the
new technology adoption by the organisation. Some
innovative technologies that have been incorporated are
Artificial Intelligence (AI) IoT and the concepts of Fogging
and Mist.

The cloud is a core component of the IoT value chain. The
platform, software operating systems, applications and
analytics (machine language) are usually hosted in the cloud
(Taivalsaari & Mikkonen 2015) using IaaS, Platform as a
Service (PaaS) and Software as a Service (SaaS).
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The conceptual model of this study proposes that the
readiness and therefore the propensity to adopt specific
cloud service models will determine the cloud maturity of an
organisation. According to Rightscale (2016), there are four
stages of cloud maturity:

e Cloud watchers: these organisations are planning,
evaluating and strategising but are yet to adopt any cloud
services.

* Cloud beginners: beginner organisations have recently
started cloud adoption projects or are testing proofs-of-
concept. This newly acquired knowledge and experience
regulate which forthcoming projects could be deployed
in the cloud.

e Cloud explorer: explorers have several applications
already implemented in the cloud. The focus of these
organisations is on scaling and moving more projects to
the cloud.

* C(Cloud focused: focused businesses are committed to
cloud users that aim to optimise business efficiency and
agility through the cloud.

The operational performance of cloud platforms and
software, contextual organisational characteristics (top
management support and organisation size) and unique
environmental dynamics (regulatory and corporate
compliance, availability and ability of CSPs in South Africa
and the geographic location) are examined as the constructs
of the TOE theory. Information technology governance
theory and the RDT contribute risk mitigation by evaluating
impacts of control over crucial resources that impact
business operations. The alignment of IT and the use of the
cloud to business goals are crucial.

This framework aims to enable large enterprises to evolve
their cloud maturity level. The propensity of the enterprise to
adopt specific cloud service models (e.g. IaaS, PaaS and SaaS)
is related to enhanced cloud maturity levels. This framework
supports enterprises to assess their current cloud maturity
level and proposes activities to advance to an optimised
state. Cloud readiness and adoption thus facilitate not only
business efficiency but also business transformation.

The outputs of the research and framework are business
efficiency and agility that ultimately lead to business
transformation. The IT governance model supports this
business transformation by an alignment of IT (cloud) to
business objectives. The constructs of the framework
presented in Figure 1 define the domains and levels of the
CCMM. The CCMM is the recommended guide for enterprises.

Research methods and design

The research methodology supports and validates the
proposed conceptual framework by exploring participants’
perceptions towards the adoption of CC and the cloud
maturity of their organisation. The literature review suggests
that understanding cloud adoption decision-making in
organisations is a complex endeavour and therefore requires
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a multi-approach depending on the problem context
(Bayramusta & Nasir 2016).

The constructivist or interpretive paradigm is suitable for
this research because of different worldviews that specific
decision-makers in an organisation may have regarding
cloud adoption. The interpretive paradigm was, therefore,
adopted for this research based on the reasoning that
business, management, organisational behaviour and
business situations are complex, unique and contextual.

The five features of the qualitative research approach, as
defined by Yin (2011), were found suitable in studying cloud
maturity and adoption. This research on cloud adoption
readiness and maturity was subjected to both deductive
and inductive reasoning and utilised theory testing by
‘pattern matching’ as a deductive procedure of this qualitative
research (Yin 2009).

The interviews were personally conducted. A pilot study
assisted in testing and refining the final study data collection
procedures, instruments and analysis strategies. A funnel
approach was recommended as the most typical and effective
approach in constructing an interview or discussion guide.

The units of analysis of this research were South African
large enterprises. These organisations were represented by
CIOs, IT managers and technical /IT employees. The units of
observation were CIOs and IT managers who helped the
researcher understand their organisation’s cloud adoption
readiness and maturity. This research used a non-probability
sampling method. Therefore, although inferences to the
population can be made, these cannot be made on a statistical
basis.

The number of interviewees or participants included in this
research was guided by the study of Creswell (2013), Guest
et al. (2006) and Lal and Bharadwaj (2016). A homogeneous
population (Guest et al. 2006) recommends a sample size of
12 qualitative interviews, whilst phenomenology studies
typically contain 3-10 interviews. Sixteen interviews were
conducted for this research.

Data analysis

The sample frame consisted of 33 individuals from 33
different large enterprise organisations, which were invited
to participate in the study. A purposive sampling technique
was utilised to generate a sample of accessible, cooperative
organisations that may be interviewed or used as part of a
case study.

This sampling technique is supported by Yin (2011:88) as
follows: ‘[i]Jn qualitative research, the samples are likely to be
chosen in a deliberate manner known as purposive sampling’.

Figure 2 shows that there were a total of 16 research
participants (accepted interviews), resulting in a response
rate of 48.49%. The average age of the participants was 42.63
years, with a standard deviation of 5.28 years.
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FIGURE 2: Age distribution of the study participants.
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FIGURE 3: Years of experience of the study participants.

This is an indication that the participants have considerable
experience about and insights into the IT and business
management environments. The minimum age of the
participants was 36 years and the maximum age was 54 years.

Figure 3 shows that the respondents had a minimum of
11 years and a maximum of 30 years of IT experience.

Different industrial sectors were interviewed. There were
five sectors and eight subsectors. The sectors included in
this study were Construction, Finance and Business,
Manufacturing, Retail and Motor Trade and Repair Services,
and Transport, Storage and Communications. The Logistics
and Supply Chain subsector is one of the dominant sectors
in KwaZulu-Natal (KZN) province, where most
participating organisations are based. Two participants
represented enterprises based in the Western Cape province
and a further two represented organisations from Gauteng.
The remaining 12 organisations have headquarters in KZN.

Emergent codes

This research defined codes that were used to annotate the
interview data. These codes were determined from the
literature review and the proposed conceptual model shown
in Figure 1. Forty-three unique codes were numbered, named
and described from feedback presented by the research

http://www.sajim.co.za . Open Access

TABLE 1: Emergent code list.
Code number Code

Code description

13 Featuresand  New features and functionality through cloud, for
functionality ~ example, Al and loT

23 Mobility Increase in remote accessibility of services and
mobility of resources

24 Multi-national Impact of being part of a multinational organisation

36 Skills People skills required to adopt and operate services
in the cloud

38 Specialisation  Greater specialisation skills are provided by the

cloud-service provider
40 Staff diversity Heterogeneity of the staff composition

Source: Moonasar, V., 2019, Cloud adoption: A model to assess the self readiness and maturity
of South African large enterprises, University of South Africa (UNISA), Midrand, Johannesburg.

Al, Artificial intelligence; 0T, Internet of things.

participants. There was an original list of 37 a priori codes and
a resultant of six emergent codes. The emergent codes are
shown in Table 1. These are additional contributions to the
study identified during the interview of the industry experts.

Codes, categories and themes

There were a total of 740 sections of data that were coded.
Features and Functionality, Lower Costs and Latency were
the codes that appeared with the highest frequencies of 68, 51
and 43 occurrences, respectively. The frequency of categories
and themes that were established from the codes are
important as it is the data that inform the CCMM proposed in
this research.

Codes were grouped into categories. Categories were then
grouped further into themes. These themes are presented in
Table 2.

Ethical consideration

Ethical clearance was obtained from the Graduate School of
Business Administration, University of South Africa, in
November 2017 (Clearance number: 2017_SBL_DBL_024_FA).

Results and discussions

Due to the voluminous nature of the verbatim responses, this
information may be requested from the authors.

Organisations have differentiated plans and processes for the
adoption of different cloud service models (i.e. IaaS, PaaS
and SaaS) and deployment models (i.e. Public, Private and
Hybrid cloud).

The interview data show that innovation within an
organisation is a key driver of cloud adoption. These
findings were supported by the DOI theory and specifically
the findings from the DOI sub-category of Reinvention
within the DOI theme of this study. This DOI theme had the
highest number of emergent codes that were not part of the
a priori code set. Innovation through new features and
functionality through the cloud, mobility, skills required
and specialisation provided by cloud providers are key
considerations for CC. The responses were consistent with
the Gartner Hype Cycle (Gartner 2015a), which shows that
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TABLE 2: Themes, categories and codes.

Themes Categories Codes

DOI Reinvention Degree of adoption
Evolution

Features and functionality

Mobility
Scalability
Complexity Ease of use
Skills
Specialisation
Compatibility Integration
Relative advantage Competitive advantage
Trialability Trial
TOE Performance Bandwidth

Dedicated links
Internet
Latency
Multinational

Staff diversity

Organisational
structure

Top down

Size of organisation
Environment Power stability

Stability

RDT Cloud service Choice of cloud-service provider (CSP)
o Confidence in CSP
Lock-in
SLA
Trust

Performance of CSP
IT governance model Compliance Data privacy
Risks
Security
Mode Agility
Lower costs
Processes Agreements
Audits
Framework
Cloud service model  Service model Hybrid cloud service model
laaS
PaaS
SaaS
Cloud deployment  Hybrid cloud deployment
frotlet On-premises deployment
Private cloud deployment

Public cloud deployment
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DO, diffusion of innovation; TOE, technology, organisation and environment; RDT, resource
dependency theory; CSP, cloud service provider; SLA, service level agreements; laaS,
infrastructure as a service; PaaS, platform as a service; SaaS, software as a service; IT,
information technology.

the adoption of Hybrid cloud will reach its plateau in only
2-5 years (between 2017 and 2020).

Local data centres are preferred to international data centres
because of compliance. Data privacy, risks and security are
key compliance issues that could be mitigated by the
adoption of cloud services from South African CSP.
Performance requirements of the cloud are key considerations
when choosing a cloud service provider, for example, latency.
Bandwidth, dedicated links, Internet links and latency are
some of the key factors that affect an organisation’s
performance of cloud-based systems. Most organisations
have experience with concepts and practice of server

http://www.sajim.co.za . Open Access

virtualisation, but they are not ready for cloud deployment
(Alvarez 2012). Large organisations with widespread IT
assets and intricate IT processes find it difficult to adopt
cloud services (Nasir & Niazi 2011). The reinvention of the
organisation through CC is, therefore, a maturing concept
(Chihande 2015).

Performance requirements of different enterprise workloads
are impacted by the type of cloud access link (either dedicated
access links (with SLAs) or Internet links to the cloud). Global
data centre presence in South Africa will drive the
organisational adoption of cloud, for example, Microsoft.
Support for this proposition is validated through multiple
themes and categories. The reinvention of the organisation
can be enabled through the advanced, integrated cloud and
analytic features available through the global public cloud
providers. Data privacy and performance of the platform
because of latency are also key constructs that will be
addressed by a local presence in South Africa. Remote access
to organisational cloud systems is an important characteristic
of the cloud. The growth and proliferation of Apple iPhone
Operating System (i0OS) and Android smart devices have
made a major impact on the consumer and commercial
world. Information technology organisations have had to
adopt this novel technology and allow devices to connect to
the corporate network (Tsalis & Gritzalis 2014).

The decision to migrate the enterprise data centre to the
cloud is impacted by the structure and size of South African
large enterprises. Multinational organisations, staff diversity,
executive support (top down) and the size of the organisation
need to be considered when migrating or migrated to the
cloud. Mode 1 and Mode 2 traits were observable in most of
the organisations interviewed. Enterprise IT organisations
usually divide their focus between efficiency (lower costs)
and agility, referred to as Mode 1 and Mode 2, respectively,
by Gartner (Aden 2015). Agile (digital) businesses have a
greater impact on the customer experience and general
company success. This agility is achieved by the ability to
deploy innovation swiftly through services that enable agility
(Gartner 2015b):

[T]raditionally, infrastructure has been built for Mode 1 of
bimodal IT, and designed for resiliency and repeatability.
Infrastructure for business agility is Mode 2-focused and
demands rapid scalability, agility and versatility. (p. 1)

Cloud was initially used primarily for Mode 2 innovative
projects but Forbes analyst Ruckle (2015:1) points out that IT
wants ‘everything in the cloud’.

Organisations are rethinking infrastructure strategy,
emphasising integrated systems. Mode 2 innovation
requires executive buy-in to enable agility, scalability and
responsiveness to rapidly changing market in digital
business. ‘It seems clear that enterprise IT organisations
have not abandoned [the] so-called Mode 1 IT delivery, but
it’s also apparent that Mode 2 is coming on strong’
(Aden 2015:1). The cloud migration decision is driven by the
South African environment (e.g. power stability and



http://www.sajim.co.za�

bandwidth costs). The benefit of stable electricity as well as
reducing the energy liability of IT services by modernising
hardware infrastructure through virtualisation, using energy
efficiency through advanced CSP hardware technology,
reducing costs with a pay-as-you-go structure and reducing
the data centre footprint through new data centre designs is
an attractor of the cloud. There were 19 codes identified from
the interviews that supported this finding.

South African large enterprises view cloud service providers
to be reliable and trustworthy. The construct of CSP trust
showed that the research participants perceived that there
are reasonable availability and quality of CSPs in South
Africa. This view that the diffusion of innovation is affected
by technology, environment and social systems in the
specific context of market or industry is supported by
MacVaugh and Schiavone (2010). Cloud computing is a
specific complex adoption of IT that would also be subjected
to the problem context as perceived by the relative
stakeholders (Jokonya, Kroeze & Van Der Poll 2012). There
is a preference for local CSPs because of data governance
and data control. There were 106 codes identified from the
respondent interviews that supported this finding. The
main driver of cloud adoption of organisational flexibility
is valid for different workloads, different organisational
levels and certain enterprises. Chief executive officers and
CIOs of digital businesses may choose cloud for business
agility, whilst IT managers may opt for cloud because of
operational efficiencies. The interview data reflected 64
responses coded as the category ‘Mode’, which supports
this finding.

Organisations perceive South African cloud vendors to lock
them in once they migrate. The participants had concerns
that once cloud services had been adopted, there would be
challenges with changing providers or the services model.
The view that a ‘lack of formally agreed standards raises the
risk of vendor lock-in making it difficult for users to move
their data to the most cost-effective provider” is supported by
Yang et al. (2014:444). None of the organisations interviewed
had any formal exit contracts with their CSPs. A formal exit
contract could help mitigate vendor/data lock-in and should
be integrated into an enterprise cloud maturity framework.
This information is supported by the ‘Lock-in’ coded data of
the study.

South African organisations havelimited formal assessments
of their cloud maturity level. The category on processes
included frameworks, audits and agreements. The data
from this process indicated that there is limited evidence
that South African organisations have assessed their cloud
maturity level. The proposed theoretical model can assist
an organisation to assess and evolve its current cloud
maturity level. The independent variables of the theoretical
framework could be used as domains of a CCMM. The
maturity level of each organisation varies; each organisation
will need to assess the different domains in their specific
context.
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Adopted conceptual model

The initial proposed conceptual model had to be modified to
the adopted conceptual model, as shown in Figure 4, which
is based on the research findings.

The main change in the adopted conceptual model, compared
to the initial proposed framework, is the inclusion of the
codes that emerged during the inductive qualitative research
process. These codes were not a priori or predetermined from
the literature review and have now been incorporated into
the adopted conceptual model.

The following codes emerged during the data analysis phase
of the study: Features and Functionality, Mobility, Skills,
Specialisation, Multinational and Staff diversity.

The emergent codes Features and Functionality and Mobility
were categorised as Reinvention, whilst Skills and
Specialisation were categorised as Complexity.

Both the Reinvention and Complexity categories were a
component of the DOI theme. Multinational organisations
and Staff diversity were emergent codes that were categorised
as Organisational Structure that is part of the TOE theme.

Contributions to the body of
knowledge

Animproved cloud maturity conceptual model and a pragmatic
cloud capability maturity model are the main contributions of
this study. The research developed and validated the conceptual
model which can assist organisations in evolving the stage of
their organisational cloud maturity to a higher level.

Other significant contributions of this research include
theory development through the refining of an existing
theory that focuses on organisational behaviour. Although
existing models such as TAM and Unified Theory of
Acceptance and Use of Technology (UTAUT) are valuable
TAMs, there are also several areas that require development.

The TAM is more focused on the individual behaviour rather
than on organisational behaviour (Awa, Emecheta & Ojiabo
2012). The conceptual model of this research is focused on
organisational behaviour and technology adoption by
combining the constructs of several different theoretical
models, that is, DOI, TOE, RDT and IT governance model.

This research also contributed insights into the effect of the
presence of global cloud service providers which may have
on South African large enterprises. Global data centres, based
in South Africa, will drive the adoption of cloud services by
South African large enterprises. Data privacy and
performance requirements of the cloud platform because of
latency will no longer be a detractor.

The reinvention of the organisation can be enabled through
the advanced, integrated cloud and analytic features available
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FIGURE 4: Adopted theoretical basis for the cloud capability maturity model.

through the global public cloud providers, for example, Al
and Machine Learning.

Finally, the research also contributes possible options for an
organisation to evolve to the next stage of cloud maturity.
There is also limited empirical research on what and how
business value is created from technologies, such as CC
(Botta et al. 2016).

The CCMM provides a benchmark for each level of maturity.
Large enterprises can assess their conformance to the
domains at each level and aspire to attain higher levels of
maturity, creating business value. This model could
accommodate that different organisations have and operate
in different contexts, for example, different drivers for cloud
adoption.

Recommendations

The use of cloud maturity frameworks by South African
large enterprises to guide them through the complex and

http://www.sajim.co.za . Open Access

developing cloud adoption process is recommended. This will
assist organisations to narrow the ‘research-practice’ gap. This
research recommends the integration of Mode 2 cloud and IT
procurement, where IT aligns with, supports and promotes the
attainment of business goals. Mode 2 not only complements
the lean strategies of the hallmarks of Mode 1 but also enables
the organisation tobe more agile when faced with unanticipated
business conditions (Shaik 2016). This view of the cloud as an
enabler of business transformation should also be integrated
strategically to fortify competitive advantage.

Itis important, in some contexts, that enterprises consider the
physical data presence of their cloud deployments. This is
contrary to many advertisements that claim accessibility to
the cloud, making the location of resources and data
irrelevant. Location still matters to latency-sensitive business
applications. It is recommended that enterprises consider
which service models are adopted and specifically which
workloads are taken to the cloud. This research has described
that the location of the cloud is important as it impacts issues
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of data sovereignty as well as performance (latency).
Compliance with the location of data needs to be carefully
considered along with the location of latency-sensitive
workloads. A common theme was the lack of formal exit
contracts and processes between enterprises and CSPs. The
research highlights the need for formal exit contracts as an
area of focus for enterprises that need to be included as part
of IT governance.

Finally, there is no universal solution or approach to cloud
adoption and decision-making. This research recommends
that the cloud maturity framework should be used within the
specific context of the organisation and its business drivers,
that s, the maturity framework is not prescriptive and should
not be followed rigidly. The CCMM that is derived from the
adopted conceptual model is discussed below.

Cloud capability maturity model

The variables and constructs of the adopted conceptual model
are presented in Table 3 as domains of a CCMM. The maturity
level of each organisation varies; each organisation will need
to assess the different domains in their specific context.

TABLE 3: Cloud capability maturity model.
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There are five levels of the CCMM. Recommended activities
in each of the six domains span across each of the five levels
of the model. The model describes possible effects or
characteristics of each domain at each level and recommends
the initiative to progress or improve maturity to the next
level. The CCMM is a model that guides the progress of
evolution through the continuum of maturity levels.
Organisations should strive to attain the optimal level to
realise the maximum business benefit:

¢ Practical implementation of the CCMM could be guided
as follows: those organisations that are at the initial
level are likely to be experiencing bottom-up IT usage
and it is recommended that some formalisation of CC is
implemented, for example, address issues of management
support.

¢ Organisations at the assessment level have awareness of
the cloud as well as executive support. Increased use of
CC and implementation of CC structures and governance
are the key objectives, for example, assess the performance
of your applications in the cloud.

e At the determined level, organisations have begun
trialling cloud services and creating use cases for further

Level Domain DOI TOE RDT IT Governance Service Model Deployment
Model
Level 1: Description Innovation not driven Technology not cloud Control of all No cloud compliance and Al infrastructure, Local data
Initial through CC based, no top management resources by security process or platforms and centres and
involvement organization governance software onsite severs
Effects Bottom Up IT usage, There are some risks to the organization and benefits of CC cannot be unfolded to its potential
Recommendation  Formalize usage of CC, Address issues of management support
Level 2: Description Innovation through Performance of Assess different Awareness of CC Assess impact of  Assess impact
Assessing technology is assessed, applications in the cloud cloud service governance issues. the different of the different
Reinvention through new  assessed (includes provider models, Assessment of cloud service cloud
features and functionality  bandwidth and latencies).  contracts and SLAs.  organizational knowledge models on deployment
of cloud evaluated Organizational awareness ~ Consider data acquisition organizations models on
of CC ingestion and business model organizations
egestion impacts business model
Effects Bottom-Up IT complimented with executive support for CC; Organizational awareness of CC benefits; Organizational and market status quo of CC
is assessed
Recommendation  Active executive management involvement, increased usage of CC, creation of CC-related structures, implementation of governance measures
Level 3: Description Some business processes  Comparison of CC to Custom CC plans Risk and compliance Specific Cloud Trials of selected
Determined are implemented using CC  conventional technology e.g. Disaster management are service models applications on
to achieve relative is defined. Active recovery are introduced - compliance  are assessed for  public or private
advantage through management support introduced. Exit roles and responsibilities  applications e.g.  cloud
innovation with alignment to mode 1  plan defined are defined email on SaaS
or mode 2 procurement
Effects Organizational CC experiences are made through evaluations of cloud services trials; Basis for further deployment created
Incremental gains are triggered
Recommendation  Active executive management support, definition of IT strategy through CC, implement CC organizational learning
Level 4: Description Determination od CC Full top-management Auditing of SLAs, Organization-wide Multiple service Multi-vendor
Managed related IT and business support for CC. Access Defined contracts adoption of CC models chosen strategy, focus on
strategy, CC enabled technology is adapted with penalties for governance. Auditing of for specific interoperability
mobility for employees. e.g. bandwidth, Class of non-conformance,  compliance plans. Security projects
Cost efficiencies achieved  service guarantees, Exit strategy per is optimized, security
through lower TCO using ubiquitous bandwidth, vendor clearly management standards
cC Power stability through defined are developed, cloud
specialization of CSP change management
facilities implemented
Effects CC used organization-wide, hybrid deployment interoperability between clouds; Business support for CC; CC benefits are apparent; Governance
keeps up with risk, increased employee collaboration
Recommendation  Full organizational integration, monitoring and benchmarking, increased standardization efforts, supplier relationship management, investiagate
federation of cloud providers
Level 5: Description Relative advantage over Entire organizational Supplier relationship Continuous evaluation Interoperability of Full
Optimized competitors based on IT strategy is optimized with  management is and conformance to applications on interoperability
strategy enabled through  cloud in mind, Exaptation  customized, governance the different and cloud
the cloud e.g. use of loT, of the organization, based  Automated SLAs. service models federation
analytics & machine on CC to provide relative Exit process is
learning advantage rigidly, legally
Effects Optimized CC usage contributes significantly to business strategy, proactive prediction and minimization of threats, continuous
Recommendation  Perpetual optimization through benchmarking, cooperation with industry partners and vendors (collaborative R&D initiatives)

Source: Moonasar, V., 2019, Cloud adoption: A model to assess the self readiness and maturity of South African large enterprises, University of South Africa (UNISA), Midrand, Johannesburg.
DO, diffusion of innovation; TOE, technology, organisation and environment; RDT, resource dependency theory; CSP, cloud service provider.

http://www.sajim.co.za . Open Access



http://www.sajim.co.za�

deployment. It is recommended that the organisation
starts to define IT strategy through the use of CC, for
example, disaster recovery through the cloud.

e The managed maturity level results in enterprise-wide
CC deployment. Recommendations could be supply
chain integration using the cloud, for example, auditing
of SLAs with defined penalties.

e The optimal state is defined by the business strategy
being defined by CC. Perpetual improvement through
benchmarking and research and development initiatives
are recommended, for example, relative advantage over
competitors using IT strategy based on the cloud.

Conclusion

The results of the research that supported the constructs of
the DOI, TOE, RDT and IT governance theories affect the
propensity of South African large enterprises to adopt cloud
services and determine their associated cloud maturity
level.

There was also support that global data centres, based in
South Africa, will drive the adoption of cloud services by
South African large enterprises. The research also supported
that large enterprises have different propensities to adopt
each of the different cloud service and deployment models,
as technology adoption is contextual.

Theresearch supported that South Africanlarge organisations
could benefit from the theoretical model and the CCMM of
this study as there is limited evidence that large enterprises
have assessed their cloud maturity level.

The CCMM is based on the themes of the research findings as
well as on the conceptual model. The goal of this research
was to contribute to business management research by
systematically examining the business model of cloud
adoption. Identifying the gaps in the past, the attempt was to
understand the importance that South African large
organisations are currently attributing to different criteria in
assessing their readiness and maturity of cloud adoption.

The objectives of this study were to develop and validate an
improved cloud maturity model to guide enterprises with
cloud decisions, that is, assist managers to utilise evidence-
based management principles and thereby narrow the
research—practice gap.

Information technology managers can use the CCMM by first
identifying which level of the CCMM most closely defines
their cloud maturity status. Each domain of the CCMM
should be examined. The IT manager can then evolve the
organisation’s cloud maturity level by following the
recommendations listed in Table 3. This is an iterative
process, where the IT manager continually strives to drive
the organisation to the optimal cloud maturity level.

A cloud maturity model has to be holistic to guide the
complex, contextual nature of cloud maturity at large
enterprises. There is no prescriptive approach to cloud
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decision-making, but this research has developed a cloud
maturity framework with the potential to enhance
cloud adoption outcomes and contributions to business
transformation in large enterprises.
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