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Introduction
Traditional customer demand forecasting techniques, which use statistical and mathematical 
processes, rely on historical sales information of retailers (Vandeput, 2021). However, historical 
sales information may not be sufficient to predict the customer demand of fast-moving consumer 
goods such as perishable food items. Furthermore, traditional techniques are not timely and do 
not take contextual information, which provide further insights into customer behaviour (such 
as weather patterns, regional and competitor data), into account (Kaleva & Småros, 2023). 
Machine learning, which is capable of analysing different types of data from various sources, 
may address this concern. Using a machine learning system for customer demand forecasting 
does, however, come with a range of significant data-related risks that retailers should consider 
at the different stages of the machine learning life cycle. Those responsible for designing and 
implementing machine learning systems in retail often lack the necessary data governance skills 
and experience to prevent these project failures. Implementing machine learning-based 
customer demand forecasting without properly understanding the data requirements of the 
project or risks related to the use of the data, could lead to project failures (Sankaran, 2021). 
Limited guidance is, however, available to the Chief Information Officers of retailers to identify 
these significant data-related risks associated with the use of machine learning for customer 
demand forecasting (Van Wyk, 2018). Data-related risks are the risks that the objectives for data 
assets used in machine learning for retail customer demand forecasting of perishable foods are 
not met. These objectives consist of the quality, integrity, privacy and security of data assets. 

Purpose: The use of machine learning in customer demand forecasting is reliant on quality 
data sources. Data should be governed and managed appropriately to ensure that customer 
demand forecasting is accurate. Most retailers, however, do not understand the technology 
and are unable to identify all the risks. The purpose of this study is to identify significant data-
related risks which arise from the use of machine learning for customer demand forecasting.

Design/methodology/approach: A structured literature review was conducted to obtain an 
understanding of machine learning used for customer demand forecasting and data governance 
mechanisms required to appropriately manage data assets. Using this understanding, the data 
governance principles and objectives of the Data Management Body of Knowledge developed 
by The Global Data Management Community (DAMA DMBOK) and Control Objectives for 
Information and Related Technologies 2019 (COBIT-2019) governance frameworks were used 
to identify the data-related risks in a comprehensive manner.

Findings/results: Several significant data-related risks arising from the implementation of 
machine learning for retail customer demand forecasting were identified. These risks link to 
each stage and component of the machine learning system development life cycle. 

Practical implications: The risks can be used by internal and external auditors, as well as those 
charged with governance and other management functions within an organisation, to identify 
and evaluate risks arising from the use of machine learning within their organisation.

Originality/value: While previous studies identify risks on an ad hoc basis, this study used the 
COBIT-2019 and DAMA DMBOKv2 governance frameworks as the foundation for the 
identification of risks to ensure completeness and rigour of the risks identified. 

Keywords: machine learning; retail customer demand forecasting; significant data risks; risk 
assessment; risk management; IT governance; data governance; COBIT-2019.
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Furthermore, the current literature on the data-related risks 
associated with the use of machine learning (such as 
Angarita-Zapata et al., 2021; Raguseo, 2018; Sharma et al., 
2020; Van Wyk, 2018) is not comprehensive and does not 
focus on the specific context of using the technology for 
customer demand forecasting in the retail industry. This 
study aims to identify the significant data-related risks 
introduced by the use of machine learning systems for 
customer demand forecasting of perishable foods by 
retailers. The research focuses on the significant data-related 
risks introduced by a machine learning system and the data 
used and does not attempt to provide an exhaustive list of 
all risks associated with the use of machine learning. The 
use of two well-known governance frameworks ensures 
that the risks identified are comprehensive and complete.

Methodology
A qualitative, non-empirical study was conducted with a 
review of existing literature to obtain an understanding of 
the technology of machine learning and the context in 
which it is utilised to make predictions which form the basis 
of the research study. Once an understanding was obtained 
about the use of machine learning systems for customer 
demand forecasting of perishable foods by retailers, the 
control objectives and underlying guidance of two 
governance frameworks were used to identify the significant 
data-related risks when machine learning is utilised. These 
frameworks were selected and utilised as the foundation of 
the research to ensure the academic rigour and the 
completeness of the risks identified. This addresses the 
weaknesses in other studies (by inter alia Angarita-Zapata et 
al., 2021; Raguseo, 2018; Sharma et al., 2020; Van Wyk, 2018) 
that investigate risks in technologies that identify risks on 
an ad hoc basis and that do not use an established theory or 
framework. The following structured approach, similar to 
that used by inter alia Sahd (2016) and Van Wyk (2018), was 
followed: 

•	 Structured literature review: The structured literature 
review was performed to obtain a better understanding 
of the different elements needed to achieve the research 
objective, namely: an understanding of the industry, 
customer demand forecasting, the data, the technology 
and data governance. The sources were limited to focus 
on the identification of risks to data used by the 
machine learning system in retail customer demand 
forecasting of perishable foods. In order to add 
scientific rigour to a literature review and obtain a 
strong theoretical basis for the research, a four-stage 
approach is suggested by Sylvester et al. (2013). The 
four stages include the searching, mapping, appraisal 
and synthesis of literature. A wide selection of articles 
and readings was selected in the beginning stages to 
enable a comprehensive understanding of the 
underlying literature and the selection was narrowed 
down to more specific areas in the latter stages. This 
process resulted in the original search result of 395 
sources being narrowed down to 95 relevant sources, 

which were read in depth and used as the data sources 
for this study. While not all of these data sources were 
used in the final identification of significant data-
related risks, they served as a source to broaden the 
authors’ understanding of the different topics discussed 
above. The final selection of 49 data sources which 
were used as a base for the identification of data-
related risks include a wide range of literature types, 
which are set out in Table 1.

•	 Understand data governance: A review of COBIT-2019 
was performed to identify the relevant governance and 
management objectives useful for data governance. In 
addition, the principles and guidelines on data 
governance and management detailed in the 10 
knowledge areas of the DAMA DMBOKv2 were 
investigated to provide more detail for the objectives of 
corporate governance listed in COBIT-2019. The 
knowledge areas of the DAMA DMBOKv2 were then 
linked to the COBIT-2019 objectives for which they 
provide a clearer guidance with a specific focus on data 
governance to form a governance matrix that will be 
used to ensure that risks identified are comprehensive.

•	 Identify significant data-related risks: The data-related 
risks identified from the prior literature as part of the 
structured literature review were mapped to the 
objectives and knowledge areas of the governance matrix 
developed in step two. The objectives and knowledge 
areas were then used to perform a completeness check 
and identify additional risks that were not found as part 
of the structured literature review. The risks identified 
using the governance frameworks were then grouped 
into strategic, operational and technical risks. 

The Literature Review details a brief literature review to 
provide an understanding of the industry and customer 
demand forecasting, the technology, the data and data 
governance. The subsequent section, titled Data-related 
risks, discusses the identified significant data-related risks 
at each stage of the machine learning life cycle. Finally, the 
Conclusion summarises the key findings of the study and 
identifies potential future areas of research. 

Ethical considerations
Ethical clearance to conduct this study was obtained from the 
Stellenbosch University, Research Ethics Committee: Social, 
Behavioural and Education Research (REC: SBE). (No. ACC-
2023-27695).

TABLE 1: Types of data sources used.
Literature type Number of sources

Articles in accredited journals 30
Popular articles and web pages 7
Books 4
Conference papers 3
White papers, laws and regulations 4
Dissertations 1
Total data sources 49
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Literature review
The perishable food industry and customer 
demand forecasting
Retailers are often the ones in the food supply chain that bear 
the cost of carrying the stock until it is sold to consumers. 
When a retailer overstocks, the excess inventory needs to 
be  stored and managed, leading to additional costs. 
Moreover, when perishable foods are past their sell-by dates 
or start to spoil, it is the retailer’s responsibility to properly 
dispose of these foods, which contributes towards food waste 
(Domingo, 2023). Food waste has gathered increasing 
attention globally in recent years, which is emphasised by the 
United Nations Sustainable Development Goals calling for a 
50% reduction in food waste created at retail and consumer 
level by 2030 (United Nations, 2022). It is frequently argued 
that inadequate customer demand forecasting is seen as the 
cause of food waste by retailers (De Moraes et al., 2020). De 
Moraes et al. (2020) add that the lack of forecasting accuracy 
and demand variation are the main reasons for this. The 
demand for food products by retail customers constantly 
fluctuates because of various factors which are mostly out of 
the retailer’s control (Tsoumakas, 2019), such as the weather, 
economic conditions and trends in customer preference. 
Perishable foods typically have short shelf-lives which leave 
retailers with a limited timeframe in which these foods need 
to be sold. This is a balancing act – if a retailer chooses to be 
more conservative in the quantity of food stocked and there 
is a shortage, the retailer loses out on potential income that 
could have been gained had the demand of customers been 
met. Accurate and timeous, real-time customer demand 
forecasting is therefore imperative for retailers who stock 
perishable foods. 

The data used in retail customer demand forecasting
Perishable food items have a limited timeframe in which they 
need to reach the consumer to prevent spoilage. Traditional 
forecasting methods typically use historical sales figures per 
product (Guo et al., 2013; Kumar et al., 2020). While historical 
sales data is still valuable in providing insights into the 
purchasing behaviours of customers (Guo et al., 2013; Kumar 
et al., 2020), constantly changing market conditions are 
reducing the value of this historical data and trends may 
change significantly over time (Zhu et al., 2021). Traditional 
methods are also unable to process large volumes of complex 
data and are too slow for the dynamic perishable food retail 
industry, making them ineffective (Tarallo et al., 2019). 
Including other non-demand data, otherwise known as 
contextual data, can vastly increase the accuracy of customer 
demand predictions (Kumar et al., 2020). Contextual data 
include information on the economic environment, weather 
conditions, regional and competitor data, seasonality, social 
media data, availability of and promotions on alternative 
products and the attributes of a specific product (Guo et al., 
2013). Contextual data are often also presented as 
unstructured data. Unstructured data are more difficult to 
sort and analyse than structured data are as these do not 
have a predefined data model and are stored in its 

unprocessed, native format until it is used (Yang et al., 2019). 
While this makes it more adaptable to the needs of the 
organisation and increases the speed at which it can be 
collected, analysis of unstructured data requires specialised 
tools and more expertise. Furthermore, it requires more 
storage space and processing power than structured datasets 
(Yang et al., 2019).

Laws and regulations governing the data used by retailers
The use of customer data is critical to understand and predict 
customer demand (Oosthuizen, 2021), but using a customer’s 
data comes with various privacy concerns, which can lead to 
legal challenges as there are several laws which regulate how 
organisations can use and store personal data (Kaplan & 
Haenlein, 2019; Oosthuizen, 2021). One such law is the 
Protection of Personal Information (POPI) Act No. 4 of 2013 
(POPI Act) which is applicable in South Africa. Although 
there are some differences between the POPI Act and other 
laws governing the protection of personal data around the 
world, such as the European Union’s General Data Protection 
Regulation (Regulation [EU] 2016/679) (GDPR), the principles 
of these acts are all aligned (De Bruyn, 2014). The focus 
point of most of these laws and regulations is the protection 
of the privacy of information that can be used to identify 
an  individual person, otherwise known as Personally 
Identifiable Information (PII). As the customer data used by 
retailers for customer demand forecasting often contains 
PII,  the protection of the privacy of retail customers is of 
the utmost importance.

Machine learning
With the large volumes and variety of data being generated 
and collected by retailers, machine learning, which is heavily 
dependent on data, can be used to enable more accurate 
customer demand predictions. Machine learning can be 
defined as a computational system that acts intelligently by 
accurately interpreting data, learning from that data and 
then using what it has learned to achieve specific goals 
without being explicitly programmed to do so (Alpaydin, 
2020; Kaplan & Haenlein, 2019; Mohri et al., 2018). 

The building blocks of a machine learning system
Machine learning works by feeding input data to a machine; 
selecting an algorithm; configuring and adjusting parameters 
and settings and then instructing the machine to analyse the 
data. The machine then continues to look for patterns within 
the input data through a process of trial and error and forms 
a data model. This model can then be used to predict future 
values, gain knowledge about a dataset or both (Alpaydin, 
2020; Theobald, 2017). The three main building blocks of a 
machine learning system are (Oosthuizen, 2021): 

•	 Input data: Data are fundamental to the effective 
functioning of a machine learning system as it needs 
input data to learn from its past experiences. Each set of 
data used by a machine learning system contains data 
items with different features (Theobald, 2017). Each data 
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item would also have different labels. Labels are values 
or categories assigned to data items that are used to train 
certain models (Mohri et al., 2018), such as the fact that an 
orange is categorised as citrus fruit. Training data are 
used to train the machine and develop the data model; 
validation data are used to fine-tune the parameters of 
the algorithm to refine results; test data tests the accuracy 
of the model’s output and inference data are the actual 
data used to make predictions (Mohri et al., 2018; 
Theobald, 2017). 

•	 Processing: Inputted datasets are processed by the 
machine through the algorithm and machine learning 
model (Oosthuizen, 2021). An algorithm can be defined 
as a sequence of transactions that transform input into 
output (Alpaydin, 2020). The machine develops the 
model based on the algorithm and what it has learnt from 
the training and validation data. The algorithms that the 
machine uses to process the input data, are built on 
statistical methods and theories. They can be broadly 
categorised into the following three categories based on 
the features and labels of datasets used to train the 
machine, as well as how the data are received and how 
test data are used to evaluate the algorithm (Alpaydin, 
2020; Mohri et al., 2018; Theobald, 2017):

	 Supervised machine learning – The machine is trained 
through labelled datasets where the relationship 
between the features and the outcome is known, and 
the machine uses patterns in the data to create a 
model; 

	 Unsupervised machine learning – The machine is trained 
with unlabelled datasets where not all features and 
data patterns are classified in the training data, to find 
hidden patterns; and

	 Reinforcement learning – The machine is trained with 
input data where the outputs are not labelled but 
graded. The machine interacts with the environment 
and receives a reward based on the accuracy of each 
action with the objective to maximise the reward. 

Irrespective of the category in which the algorithm falls, all 
machine learning systems function on the fundamental 
principle of generalisation (Mohri et al., 2018). Generalisation 
means that the model can use what it has learned from the 
training data and accurately predict the outcome of the new 
dataset even though the features might differ from the 
training data (Alpaydin, 2020):

•	 Output: After the processing is completed, the machine 
learning system generates an output which is then used by 
businesses for decision-making purposes (Oosthuizen, 
2021). 

In order to process input data into usable output, different 
components are required to form a complete machine learning 
system comprising data, infrastructure and other resources. 
These components should be able to function together effectively 
and align with organisational objectives and requirements. To 
develop an effective machine learning system, an organisation 
should follow the machine learning life cycle. 

The machine learning life cycle
As a result of the complexity and data-driven nature of 
machine learning systems, the system development life cycle 
associated with machine learning is not as straightforward as 
that of traditional software solutions and information 
technology (IT) systems (Laato et al., 2022). Although the key 
stages of system development, known as design, development 
and implementation, remain the same with the development 
of a machine learning system, the components of these stages 
differ. The machine learning life cycle as proposed by Laato 
et al. (2022) consists of the three key stages of the development 
life cycle with the different components under each of these 
stages explained in further detail below:

•	 System design: The components within this stage of the 
machine learning life cycle consist of requirement 
gathering, data resources and environmental analysis. 
During the system design stage of the life cycle, the 
requirements of the system needed to achieve the objectives 
and strategy of the organisation are determined. An 
environmental analysis evaluates the resources currently 
available within the organisation to determine whether 
they are available and sufficient. It is in this stage of the life 
cycle that the amount and types of data required for the 
project are determined and sources are identified from 
where they can be obtained. This stage of the machine 
learning life cycle is data-centric compared to a normal 
system development life cycle with a focus on obtaining 
the right amount and types of data, data quality and 
preparing the data for processing. Furthermore, machine 
learning projects require collaboration between highly 
skilled individuals such as data scientists, domain experts, 
those charged with governance and other stakeholders to 
ensure that the system design stage is successful. Once the 
organisation has designed the requirements and objectives 
for the machine learning project and the resources required 
have been determined, the system can now be developed.

•	 System development: The system development stage 
consists of the data management, model development and 
model testing components. At this stage, the various classes 
of input data are obtained and preprocessed. Furthermore, 
the machine is trained and the model developed, refined 
and tested. Once the model functions in alignment with 
requirements and objectives, it can be implemented. The 
repeated training and evaluation of the machine learning 
system in this stage set this life cycle apart from a normal 
system development life cycle. The unpredictability of 
machine learning systems leads to an increased need for 
training with multiple datasets to refine the model.

•	 System implementation: This stage is made up of two 
components, namely deployment and monitoring. The 
trained and tested machine learning model is deployed 
and integrated into the IT environment and inference data 
is used to make customer demand predictions. 
The performance of the system, infrastructure, controls and 
human resources are continuously monitored. The constant 
monitoring, re-evaluation and possible retraining of the 
machine learning system sets this stage of the life cycle 
apart from a normal system development life cycle.

http://www.sajbm.org
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While this section provided some much-needed background 
and understanding of the principles on which machine 
learning operates and how it is developed, it is important for 
the organisation to understand how machine learning is used 
for customer demand forecasting in retail.

Data governance
To identify the data-related risks associated with the use of 
machine learning for customer demand forecasting, an 
understanding of data governance is required. 

Data governance provides a framework for decision-making 
and accountability around data assets in the form of 
standards, policies and procedures (Brous et al., 2016). When 
data is governed appropriately, it ensures that all parties 
involved follow the organisation-wide agenda in terms of the 
strategic objectives towards data governance, that the value 
of data is maximised and that all data-related risks are 
sufficiently managed and addressed (Abraham et al., 2019).

Using a framework to provide structure, facilitates data 
governance and is essential when using a machine learning 
system. A governance framework ensures that comprehensive 
evaluations have been conducted to identify all risks in order 
to appropriately respond to them (Hendrawan et al., 2022). 
Two comprehensive frameworks were investigated to form 
an understanding of what data governance entails and how 

it can be used to identify data-related risks. The two 
frameworks are the COBIT-2019 framework developed by 
ISACA (2018) and the DAMA DMBOKv2 developed by 
DAMA International (2017). Each of these frameworks is 
discussed in more detail in the sections that follow. 

COBIT-2019 governance framework
COBIT-2019, focused on enterprise and IT governance, is 
aimed at being more flexible and tailored to a specific 
organisation (De Haes et al., 2020; ISACA, 2018). COBIT-2019 
is a useful tool to ensure that the significant data-related 
risks identified are valid, accurate and complete. COBIT-2019 
provides a comprehensive, internationally recognised 
framework which is well-known and frequently used in 
business (De Haes et al., 2020). The 40 governance and 
management objectives of COBIT-2019 are summarised in 
Figure 1.

Although COBIT-2019 does have objectives that specifically 
address the data used and produced by an organisation, it is 
not sufficient to use this framework alone for data governance. 
COBIT-2019 does not have the necessary detail on specific 
data considerations to ensure its quality, integrity and 
security. As it is such a comprehensive and well-known 
governance framework, it is still useful in conjunction with a 
more detailed data governance framework to ensure that 
data-related risks are identified. One such framework which 

Source: Edmead, M.T. (2020). Using COBIT 2019 to plan and execute an organization’s transformation strategy. ISACA. Retrieved from https://www.isaca.org/resources/news-and-trends/industry-
news/2020/using-cobit-2019-to-plan-and-execute-an-organization-transformation-strategy
IT, information technology.

FIGURE 1: The governance and management objectives of COBIT-2019. 
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provides more detail on data governance and management, 
is the DAMA DMBOKv2 framework. 

DAMA DMBOKv2 framework
DAMA DMBOKv2 does not only provide a comprehensive 
approach to data governance, but it also includes practical 
principles, practices, methods, techniques and metrics for the 
implementation of successful governance and management 
of data (DAMA International, 2017; Hendrawan et al., 2022). 
Understanding these principles aids in the comprehensive 
identification of significant data-related risks. 

The DAMA DMBOKv2 framework approach to data 
governance involves 10 knowledge areas which are all 
centred around data governance. They all form part of a 
mature management function and are all equally important. 
Governance is central to all these areas as without appropriate 
governance, there would be no consistency and balance 
between the different areas (DAMA International, 2017; 
Hendrawan et al., 2022). Figure 2 shows the different 
knowledge areas of the DAMA DMBOKv2 centred around 
data governance.

To aid with the identification of significant data-related risks, 
the knowledge areas of the DAMA DMBOKv2 were linked to 
the COBIT-2019 objectives for which they provide clearer 
guidance with a specific focus on data governance. 

Data-related risks
The data management knowledge areas of the DAMA 
DMBOKv2 and the COBIT-2019 objectives are used to 
identify the significant data-related risks through the 
application of each process and knowledge area to the use of 
machine learning in each stage of the retail customer demand 
forecasting life cycle. A detailed mapping is available from 
the authors on request. A risk matrix (Table 2) which contains 

the significant data-related risks to the various stages of the 
machine learning life cycle summarises the results. The 
‘blacked-out areas’ indicate where the risks originate within 
the machine learning life cycle. Table 2 can be used by those 
charged with governance and other management functions 
(such as the Chief Information Officer, others charged with 
the governance of the machine learning system or the data 
used, or the risk committee and audit committee) in a retail 
environment to identify and evaluate the data-related risks 
in the various stages and components of the machine learning 
life cycle when machine learning is used for retail customer 
demand forecasting. Furthermore, the risks can be used by 
internal and external auditors as a basis for the planning of 
their audit and to obtain a better understanding of the risks 
involved in using machine learning for customer demand 
forecasting. 

The risks are categorised under three categories: risks at a 
strategic level, which are high-level risks arising from 
inadequate or ineffective governance and management of 
data; risks at an operational level arising from inadequate or 
ineffective processes and systems for the management of 
resources; and risks at a technical level that are specific to the 
data and components of the machine learning system and 
data life cycle. 

Figure 3 summarises the risks identified under each of the 
three categories. These risks are further discussed in the 
sections that follow.

Risks at a strategic level
Risks at a strategic level are high-level risks which are present 
because of inadequate or ineffective governance and 
management of data used in the machine learning system. 
The various origins of risks arising from inadequate or 
ineffective data governance will be discussed in further detail 
below. 

Inadequate data governance policies
Inadequately documented, or incomprehensive and 
ineffective data governance policies could lead to the system 
not achieving the business objectives (KPMG, 2018).

A lack of involvement by the governing body
The governing body not being involved in the development 
and integration of policies and procedures to address 
the adoption of the new machine learning system, and the 
governance and management of data, negatively impacts 
the governance culture of and acceptance by the rest of the 
organisation (IoDSA, 2016; Van Wyk & Rudman, 2019).

Inadequate stewardship and oversight
If a sufficiently qualified Chief Data Officer is not assigned as 
a steward of the data, it may lead to insufficient data 
governance and miscommunication between the organisation 
and its stakeholders (DAMA International, 2017). 
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Data
security

Data
integra�on and
interoperability

Data
architectureData

quality

Metadata

Data
warehousing
and business
intelligence

Reference and
master data

Document
and content

management

Source: Adapted from DAMA International. (2017). DAMA-DMBOK: Data management body 
of knowledge (2nd ed.). Technics Publications, LLC

FIGURE 2: The knowledge areas of the DAMA DMBOKv2.
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A lack of strategic and operational alignment
If a data strategy is not in place to ensure alignment between 
the strategy of the technology and data, and the goals and 
objectives of the business or if the strategy does not align with 
business objectives, there is a risk that the business might not 
achieve its business objectives (DAMA International, 2017; 
KPMG, 2018). Moreover, insufficient operational alignment 
between the business and IT processes can lead to the system 
being used inappropriately (KPMG, 2018). 

Inadequate stakeholder engagement
Without engagement with all relevant stakeholders, the 
business requirements for machine learning and data could 
be incomplete and stakeholders could be more resistant to 
change (DAMA International, 2017). 

Inadequate management of value-delivery
The cost of the investment in the system and data could 
exceed the return on investment with no value being added 
by the system (KPMG, 2018). It could also prevent stakeholder 

buy-in and impair the development and implementation of 
the system (Arunachalam et al., 2018).

Inadequate change management
Stakeholders who are not prepared for change may be resistant 
to it. This could lead to a lack of buy-in from stakeholders and 
derail the strategy, policies and procedures of the organisation 
(DAMA International, 2017; Kusi-Sarpong et al., 2021). 

Inadequate risk assessment and management
Inadequate risk assessment procedures could lead to not all 
risks being identified in a timely manner or not at all. This 
would lead to risks exceeding the risk tolerance levels set by the 
governing body (IoDSA, 2016) and expose the organisation to 
operational, security and privacy problems (KPMG, 2018).

Ineffective management and monitoring of data assets 
and resources
The system may not be functioning in line with business 
objectives and strategies, data may be at risk and business 

TABLE 2: Risk matrix linking the significant data-related risks to the various stages of the machine learning life cycle.
Significant data-related 
risks

Stages of the machine learning life cycle

System design System development System implementation

Requirement 
gathering

Data resources Environmental 
analysis

Data  
management

Model 
development

Model testing Deployment Monitoring

Strategic risks

Inadequate governance 
and management

- - - - - - - -

Operational risks

Human resources - - - - - - - -

Escalating cost - - - - - - - -

• �Design and 
development

- - - - - - - -

• �Infrastructure, data 
and resources

- - - - - - - -

• �Monitoring and 
management

- - - - - - - -

Service providers - - - - - - - -

Technical risks

Risks affecting the acceptability of and access to data

Data quality - - - - - - - -

Bias - - - - - - - -

Availability - - - - - - - -

Accessibility - - - - - - - -
The effective functioning of components responsible for data management
Interoperability - - - - - - - -

• Technical - - - - - - - -
• Semantic - - - - - - - -
• Syntactic - - - - - - - -

Integration - - - - - - - -
Scalability - - - - - - - -
Compliance with legal and regulatory requirements
Security

• Compliance - - - - - - - -
• Unauthorised access - - - - - - - -
• Insider breaches - - - - - - - -

Privacy
• �Data subject rights 

violations
- - - - - - - -

• Manipulation of data - - - - - - - -
• Security breaches - - - - - - - -

Ownership - - - - - - - -

http://www.sajbm.org


Page 8 of 13 Original Research

http://www.sajbm.org Open Access

opportunities could be overlooked. It could also lead to the 
misallocation of resources or resources being overutilised or 
underutilised (KPMG, 2018). 

Inadequate incident management
Failure to respond to user requests and detect and respond 
to data-related incidents or errors in the operation of 
machine learning components, escalates the issue and 
increases the risk of unauthorised changes, loss or 
corruption of data and data storage or transmission 
infrastructure being unavailable when needed (DAMA 
International, 2017; KPMG, 2018). Furthermore, incidents 
which are not effectively managed and responded to, are at 
risk of re-occurring (KPMG, 2018).

Inadequate business continuity arrangements
There is a risk of financial losses and reputational damage if 
business processes are unable to continue (IoDSA, 2016; 
KPMG, 2018), especially in the case of perishable food 
products where inventory management is time-sensitive. 

Inadequate assurance initiatives
The governing body and other stakeholders would not be 
able to monitor whether the machine learning system or data 
governance mechanisms implemented, perform in line with 
expectations (Van Wyk & Rudman, 2019).

While the risks identified in this section are high-level, the 
processes and systems implemented to manage resources, 
data and related components of the machine learning system 
and data life cycle, lead to more detailed risks at an 
operational level.

Risks at an operational level
Risks at an operational level arise from internal inefficiencies 
in the processes and systems that manage the resources of an 
organisation and can be divided into inadequate appointment 
and management of human resources, cost and using third-
party service providers, which are further discussed.

Inadequate appointment and management of human 
resources
The use of a machine learning system requires staff with 
unique skills which are typically advanced and scarce 
(KPMG, 2018; Kusi-Sarpong et al., 2021). Most companies 
implementing machine learning systems do not have access 
to these resources (Arunachalam et al., 2018; KPMG, 2018; 
Kusi-Sarpong et al., 2021). This creates a risk that processes 
implemented do not align with the business objectives and 
values; and in the event of major incidents, the organisation 
may not overcome and recover from this, which may damage 
the reputation of the retailer, or lead to legal action (KPMG, 
2018; Van Wyk & Rudman, 2019).

Moreover, misallocation of these resources leads to 
underutilisation or overutilisation of resources (KPMG, 2018; 
Van Wyk & Rudman, 2019), while a lack of training on usage 
and interpretation could lead to the corruption of data or 
errors being made (Kusi-Sarpong et al., 2021). When roles 
and responsibilities are unclear or are not properly assigned, 
the risk of unauthorised or inappropriate access and changes 
to the system and data increases (KPMG, 2018).

Escalating costs
Implementing a machine learning system together with the 
components required as part of the data life cycle has 
significant cost implications for an organisation 
(Arunachalam et al., 2018). Costs are incurred throughout 
the machine learning and data life cycle and consist of costs 
related to infrastructure; collection and processing of data; 
human resources; security and privacy and continuous 
monitoring and management of the system, data and 
resources (Arunachalam et al., 2018; Kusi-Sarpong et al., 
2021). Considering all the costs related to the data and 
machine learning life cycle discussed above, the risk exists 
that these costs are excessive and not in line with the budget 
if these costs are not managed effectively (Kusi-Sarpong 
et al., 2021). 

• Inadequate data governance policies
• A lack of involvement by the governing body
• Inadequate stewardship and oversight over data assets
• A lack of strategic and opera�onal alignment
• Inadequate stakeholder engagement
• Inadequate management of value-delivery
• Inadequate change management
• Inadequate risk assessment and management
• Ineffec�ve management and monitoring of data assets and other resources
• Inadequate incident management and response to user requests
• Inadequate business con�nuity arrangements
• Inadequate assurance ini�a�ves

Risks at a strategic level

• Inadequate appointment, alloca�on, and management of human resources
• Escala�ng cost
• Over-reliance on third-party service providers with inadequate controls

Risks at an opera�onal level

Risks at a technical level

- Risk of non-compliance with laws and regula�ons
- Inadequate governance of security requirements
- Unauthorised access and security breaches from outside the
  organisa�on
- Unauthorised access and security breaches from inside the
  organisa�on�

- Inadequate governance of privacy requirements
- Viola�ng the rights of data subjects
- Risk to the integrity and authen�city of data
- Security breaches

• Data quality issues
• Bias in training and tes�ng data, as well as algorithms employed
• Lack of availability of appropriate data
• Insufficient amount of data available
• Accessibility and storage of data
• Interoperability between enabling technologies, storage and management
   technologies, data analy�cs and visualisa�on tools
• Inability to integrate different types of data and infrastructure
• Poor scalability and decreased performance
• Inadequate security resul�ng in:

• Loss of privacy resul�ng in:

• Uncertainty about ownership of data

FIGURE 3: Significant data governance risks associated with the use of machine 
learning for retail customer demand forecasting.
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Using third-party service providers
The organisation may need to outsource certain services 
where the organisation does not have the necessary skills or 
infrastructure in-house, such as cloud storage or cloud 
computing (Rawat et al., 2021). Tracking the different service 
providers, their roles and responsibilities and controls 
implemented may be difficult, which increases the risk of 
non-compliance with laws and regulations and could 
impact  controls around business continuity (KPMG, 2018). 
Furthermore, the organisation could become too reliant on a 
service provider or the service or solution that it provides 
(KPMG, 2018; Miller, 2013). 

While these risks are at an operational level, technical risks 
are introduced because of the specific infrastructure used in 
the machine learning and data life cycle, as well as the 
characteristics of data used by the retailer for customer 
demand forecasting of perishable food.

Risks at a technical level
Risks at a technical level are specific to the data and 
infrastructure used in the machine learning and data life 
cycle and can be categorised into three groups, relating to 
risks affecting the acceptability of and access to data; the 
ability of components of the machine learning system 
responsible for the management of data to function effectively 
and compliance with legal and regulatory requirements.

Quality
Without quality data being used as input, the predictions 
generated by the machine learning system will not be 
accurate, leading to inappropriate decision-making by the 
retailer. Quality risks arise from invalid data; data not 
reflecting the true reality; errors in the capturing of data; 
inconsistencies in the formatting or attributes of data; not all 
relevant details being included in data; missing values or 
incomplete datasets and outdated data (DAMA International, 
2017; KPMG, 2018; McGraw et al., 2020; Miller, 2013; 
Waterman & Bruening, 2014). 

Bias
Bias occurs when there are unreasoned judgements or 
prejudices present in a dataset and can statistically be 
represented as deviations from expected values (DAMA 
International, 2017). Using unstructured data and domains 
exacerbates the risk of bias. This is especially true when 
there are no standards available to understand the data, as is 
the case when using machine learning (Hurwitz et al., 2015). 
When looking at the data life cycle, bias can be introduced at 
different levels, for example, the collection of data to satisfy 
a predefined conclusion, non-statistical collection, the use of 
historic demographical data which lacks diversity and a 
lack of representation in collected data (Alpaydin, 2020; 
DAMA International, 2017; McGraw et al., 2020; Oosthuizen, 
2021). Bias in training and testing data leads to the model 
including similar biases in its predictions, which leads to 
inaccurate and misleading predictions (Lotfian et al., 2021).

Availability
While retailers have vast amounts of historical sales data 
available, this data may not provide the desired patterns as 
the retail market is constantly changing (Miller, 2013; Zhu et 
al., 2021). Furthermore, there is a risk that non-demand or 
contextual data (such as economic, regional, social media 
and preferential data) are not sufficiently available, which 
could impact the accuracy of customer demand predictions 
(Miller, 2013).

Another consideration with regard to available data is the 
amount of data required by the machine learning system to 
build an accurate and trustworthy model (Alpaydin, 2020; 
Theobald, 2017). If too little data is available to train the 
system, there is a risk of underfitting, as the model is 
incapable of capturing the patterns and relationships 
between different variables. When too much data are used, 
on the other hand, there is a risk of overfitting because of 
the model being too complex. This causes the machine to 
make accurate predictions on training data, but then not be 
able to generalise on test and production data (Alpaydin, 
2020; Theobald, 2017). 

Accessibility
As a result of the high volumes of complex data used in 
machine learning systems, storage facilities may be unable to 
handle the volume of data and provide access to the data as 
and when it is required (Alpaydin, 2020; Kusi-Sarpong et al., 
2021). 

In addition, when a data storage facility is unavailable or a 
malfunction occurs, the system would not have timely access 
to the data required to make predictions. This may delay 
inventory management decision-making and lead to the 
decay of perishable food. Furthermore, the risk exists that the 
entity has no alternative storage facility in place to ensure the 
continued and uninterrupted operation of the system 
(IoDSA, 2016; KPMG, 2018).

Interoperability
Machine learning systems are dependent on enabling 
technologies, storage and management technologies, data 
analytics and visualisation tools and other relevant 
solutions (Angarita-Zapata et al., 2021). Furthermore, the 
large volumes of data generated and collected from 
various sources are presented in different formats, 
structures and programming languages (Kusi-Sarpong et 
al., 2021; Miller, 2013). The main areas of concern with 
regard to data in machine learning systems are technical 
interoperability, where infrastructure components are 
unable to communicate with one another; semantic 
interoperability, where components are unable to 
comprehend data transferred from various sources and 
syntactic interoperability, where transferred data is not 
understood because of a lack of consistency between 
format, structures and programming languages (Maciel 
et al., 2017; Van Wyk & Rudman, 2019). 
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Integration
By using different types of data from various sources, there is 
a risk that the data cannot be integrated and used together 
without significant data integration mechanisms (Gartner, 
2023). Using data integration mechanisms introduces 
additional risks, one of the most significant being the loss of 
data lineage. Without the preservation of the data lineage, 
the organisation would no longer be able to pinpoint where 
the data comes from, how it has changed, and how it is used 
by the organisation. This would lead to the organisation not 
being able to prove that the predictions from the data are 
valid and representative (DAMA International, 2017). 
Furthermore, where functions or components are outsourced 
to service providers, there is a risk of ineffective integration 
between the components of the service provider and that of 
the organisation (Géczy, 2014).

Scalability
When we consider the increase in data volumes from most 
sources, such as years’ worth of daily historical sales or 
weather data, certain components pose significant risks of 
decreased performance if they are not scalable, which may 
slow down the entire system (Chen & Zhang, 2014). These 
components include those responsible for data storage, 
processing and transmission, as well as machine learning 
algorithms (Arunachalam et al., 2018; Chen & Zhang, 2014; 
Géczy, 2014; Kusi-Sarpong et al., 2021; Van Wyk & 
Rudman, 2019).

Security
As the retailer places trust in the decisions made by their 
machine learning system, it is important that the data used to 
make these decisions are not subjected to unauthorised 
access or changes that could lead to inaccurate decisions 
being made (DAMA International, 2017; Gartner, 2023). The 
risks that threaten the security of data in a machine learning 
system can be categorised as follows:

•	 Risk of non-compliance with laws and regulations: 
Non-compliance with privacy laws and regulations or 
not identifying all the regulatory requirements that must 
be met may lead to reputational damage, legal 
implications or ethical repercussions for the organisation 
(De Bruyn, 2014; KPMG, 2018). 

•	 Inadequate governance of security requirements: 
Security risks may be aggravated by inadequate 
governance practices implemented by management, such 
as a lack of adequately documented and enforced data 
security policies, insufficient monitoring and management 
of security and ineffective security policies and controls 
implemented by service providers (Hurwitz et al., 2015; 
KPMG, 2018; Kshetri, 2014; Miller, 2013; Van Wyk & 
Rudman, 2019). 

•	 Unauthorised access and security breaches from outside 
the organisation: Security breaches from outside the 
organisation occur because of unauthorised access to the 
data of an organisation without authentication of the user 
and through malicious attacks (DAMA International, 
2017). Apart from traditional IT security challenges, such 

as hacking, malware, denial of service and phishing, there 
are attacks that are specific to the data used in machine 
learning systems, for example, poisoning attacks focusing 
on changing training data to make predictions inaccurate, 
and adversarial examples focused on testing or inference 
data where small changes in the data lead to mistakes in 
the output of the machine learning model (Liu et al., 2018).

•	 Unauthorised access and security breaches from inside 
the organisation: Ineffective access and user rights 
within the organisation lead to users that should not 
have access to certain data obtaining access and using, 
changing or sharing that data without the necessary 
authority (KPMG, 2018).

Security breaches also lead to risks to the privacy of sensitive 
information and PII used in the machine learning model. 

Privacy
Using customer information containing PII and sensitive 
company information increases the need for the protection of 
the privacy of this data, as well as compliance with laws such 
as the GDPR and the POPI Act (De Bruyn, 2014; McGraw 
et al., 2020), because of the following risks:

•	 Inadequate governance of privacy requirements: Privacy 
risks may be aggravated by inadequate governance 
practices implemented by management, as explained 
under security risks above (Hurwitz et al., 2015; KPMG, 
2018; Miller, 2013; Van Wyk & Rudman, 2019).

•	 Violating the rights of data subjects: The violation of data 
subject rights can take many forms, such as using data 
without the subject’s consent, using data for a purpose for 
which the subject did not consent to, or not removing the 
data subject’s information from a dataset (Bardi et al., 2014; 
Kshetri, 2014; Lotfian et al., 2021; McGraw et al., 2020; 
NDPA, 2018). Furthermore, it may be difficult to provide 
explanations of the algorithm or the business may not be 
willing to reveal business secrets, resulting in the data 
subject not understanding how the algorithm works and 
how their data will be used (Jensen, 2013; NDPA, 2018). 
This not only leads to the risk of non-compliance with laws 
and regulations (GDPR, 2016; POPI Act, 2013) but also 
increases the reputational risks to the organisation and 
possible legal actions and loss of trust that could ensue 
from the individual data objects (Lotfian et al., 2021). 

•	 Risk to the integrity and authenticity of data: As 
machine learning systems use large volumes of data from 
various sources, there is a risk that the data is not accurate. 
Data obtained from some sources may be manipulated, 
falsified or outdated (Jensen, 2013). The large volumes 
and wide variety of data combined with the complex 
sources make it difficult to verify the integrity and 
authenticity of data, in addition to removing false and 
malicious data from the dataset (Sun et al., 2021).

•	 Security breaches: When security breaches occur, there is 
a risk that personal or sensitive data is accessed, changed 
or shared by unauthorised users, which may lead to 
reputational damage and legal liability (Hurwitz et al., 
2015). In addition to the security breaches discussed in 
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the section titled Security, other security breaches present 
a privacy risk. These include membership inference 
attacks, where the attacker tries to find out if a specific 
person is included in training data (Xue et al., 2020); and 
re-identification risk, where new, previously unknown 
connections are formed during the transformation and 
integration of data (Bardi et al., 2014). 

Ownership
In most cases, where data are created by the organisation and 
that contain PII, it is considered that the organisation has 
shared ownership together with the data subject (Durn, 
2021). Because of the uncertainty about who the data owner 
is, it creates the risk of unauthorised or inappropriate access, 
data sharing, changes being made or inappropriate use of the 
data (Durn, 2021; KPMG, 2018).

Conclusion
When a machine learning system is introduced into a retail 
environment, the complexities of the system, as well as the 
types and inherent characteristics of data used by the 
machine, lead to data-related risks. These risks include high-
level risks at a strategic level because of inadequate or 
ineffective governance and management of data. The next 
level of risks is risks at an operational level, which arise from 
inefficiencies in internal processes and systems that manage 
the resources of an organisation. Lastly, risks at a technical 
level arise which are specific to the data and infrastructure 
used in the internal processes and systems used for customer 
demand forecasting. These risks should be identified and 
evaluated to determine the likelihood of occurrence, as well 
as the impact on the retailer if they were to occur. The 
challenge is that most retailers do not understand the 
technology and are therefore unable to identify all the risks. 
Furthermore, limited guidance is available to those charged 
with governance in a retail environment to help them identify 
and understand the risks. The current literature on data-
related risks associated with the use of machine learning is 
not comprehensive as it focuses on the use of machine 
learning in a general sense and is not specifically 
contextualised within the customer demand forecasting or 
retail environment or the data used for this specific purpose. 

In order to identify all the risks, governance frameworks are 
valuable tools which can be used to identify all the risks. The 
objectives of COBIT-2019 and the knowledge areas of the 
DAMA DMBOKv2 were used to benchmark and identify 
significant data-related risks when using machine learning 
for customer demand forecasting of perishable food by 
retailers. These risks are listed in Figure 3 and can be used by 
internal or external auditors or those charged with governance 
and other management functions within an organisation to 
identify the risks when implementing machine learning. It 
can be used as a complete list or it can be utilised to rate the 
risks that require attention while being compliant with two 
internationally known governance frameworks. Moreover, 
this study contributes to academic research by using 
internationally known governance frameworks to ensure 

completeness and rigour. This ensures that the risks identified 
are comprehensive and not on an ad hoc basis.

Conducting research in an IT field poses a limitation in terms 
of information that is available at the time of the study. As 
the IT field is fast-paced, new technologies and advancements 
may become available in future which was not available to 
the researcher at the time of the research study. This research 
study does not cover the futuristic viewpoint of AI and 
machine learning in retail but only considers information 
available to the author up to the date of submission of the 
study. Furthermore, the study does not aim to be a 
comprehensive technical study of the technology, algorithms 
or mathematical and statistical workings of the technology 
and algorithms. Although a broad overview of the workings 
of the technology, architecture and models is needed to 
understand and formulate the significant data-related risks 
and mitigating controls, the study does not provide detailed 
technical or statistical guidance. Another limitation of this 
study pertains to the research methodology employed, as the 
selection of data sources and their interpretation may 
introduce potential subjectivity on the part of the authors.

Further research into the optimal algorithms and machine 
learning models for accurate customer demand forecasting 
may be of value, as this research study did not investigate the 
mathematical and statistical functioning of the technology. 
Furthermore, while this research was conducted to identify 
the significant data-related risks through a structured 
literature review and the use of governance frameworks, a 
future area of research includes the empirical testing of the 
list of risks identified within a retail environment where 
machine learning is used for customer demand forecasting of 
perishable foods. This would ascertain the value that the list 
adds to those charged with governance and assurance. 
Further research is also required to formulate mitigating 
controls to address the identified significant risks. 
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