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Abstract

With a coastline of 26,000 nautical miles and 38 out of 55 African states being either
coastal or island states, trading activities on the continent are facilitated by over a hundred
port facilities in the region, which make up 90 per cent of African seaborne trade. These
factors indicate that the continent is dependent on well-run ports, effective protection of its
maritime resources, and regulated shipping. Regulating the maritime sector requires new
technologies that come at the cost of cyber vulnerabilities. However, in Africa, there are
very few legal instruments, both at national and at regional level, specifically addressing
the issue of cyberattacks on ships and port facilities.

Given the lack of attention given to maritime security and the lack of collective action
from African states, the study on which this article reports, sought to provide a critical
reflection on how cyber technology is affecting is affecting the African maritime domain;
and the consequences that could manifest should the cybersecurity of ships, ports, and
their critical infrastructure continue to be ignored.

The aim of this study was to broaden the understanding of the maritime cybersecurity
legal frameworks in Africa by using the ‘black letter’ methodology, which is a positivist
approach described by academics as being the best avenue by which to assess the existence,
meaning and application of a defined system of legal principles. In engaging with those
conventions, policies, laws, and regulations that are currently guiding the area of maritime
cybersecurity, the study sought to identify the gaps in the legal frameworks on the continent
and to provide policy recommendations.

Keywords: maritime cybersecurity, Africa, cybercrime, African Union, regulatory
framework

Introduction

It is readily apparent that the ever-evolving technological landscape as well as the
increasing digitisation, automation, and operational integration in the maritime sector
has made the industry vulnerable to cyber threats. The fact that maritime transport is the
backbone of international trade and the global economy makes it even more susceptible to
cyberattacks. It is because of this importance that cyberattacks have become the premier
threat to ports, vessels, shipping companies, and shipbuilding companies in recent years
(SAFETY4SEA, 2018). To make matters worse, already existing maritime crimes, such as
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piracy and drug trafficking, are being assisted by cybercriminals who are seeking to access
sensitive data related to vessel movements and cargo according to a report in the E&T
(Engineering and Technology) magazine (Bateman, 2013; Newman, 2019; Pasternack,
2013). Nevertheless, such attacks are not always successful, as there have been rare
instances where institutions have utilised resilient cybersecurity management systems.

Cyber resilience is needed to enable companies to safely benefit from interconnected
information systems, automated ships and offshore operations. Given the growing threat
of cyberattacks and the need to create the necessary resilience, different regulations are
also being adopted at regional, national, and international level. There are also commercial
requirements being introduced to reduce the financial risks associated with cyberattacks,
and since 2018, cybersecurity is being evaluated just as any other part of commercial
contracts (DNV-Maritime, 2020). This vigilance observed elsewhere does not match the
reaction by and preparedness of African states to deal with this piercing issue. However,
according to the United Nations Economic and Social Council (ECOSOC) (2009), 92
per cent of African external trade is maritime-based; thus, it is time for the continent to
start building a robust cybersecurity management framework.

Another factor necessitating such a framework is the establishment of the Common African
Market under the African Continental Free Trade Agreement (also called the AfCFTA
agreement) (AU, 2018a), which is expected to boost intra-African and international
trade (AU, 2018). With the AfCFTA coming into effect, it was expected that there would
be new developments in maritime transport, which would increasingly require new
technologies (Reva, 2020). Moreover, with the subsequent construction of new ports
and the expansion of existing ports throughout Africa, the Agreement would make the
continent even more dependent on well-run ports, regulated shipping, and effective
protection of its maritime resources.

Keeping the above factors in mind, the study on which this article reports, explored the
threats and consequences of cybersecurity attacks associated with the maritime sector. The
study also analysed the United Nations Convention on the Law of the Sea (UNCLOS), as
well as the International Maritime Organization (IMO) instruments dealing with maritime
cybersecurity. Furthermore, the article presents an assessment of the cyber vulnerability
of the African maritime sector by reviewing the legal instruments adopted by the African
Union (AU), the Regional Economic Communities (RECs), and the national legislations
of African states. Lastly, the article provides conclusions and recommendations to create
a robust cybersecurity framework in Africa.

Cyberattacks as a maritime security threat

Although the innovation of ships has undergone centuries of development, sea navigation
first started with the use of goat skins to float on water (see Hornell, 1942). Unlike today,
sailors in the ancient times used instruments, such as quadrants and astrolabes, in order
to use nature to navigate the seas and ultimately reach their destinations (see Bennett,
2017). Today, the industry has come a long way in improving the design of ships, their
navigation capabilities, and their interconnected communication with ports as well as
off-shore companies (see Safe Seas, Safe Shores, 2018).
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Besides human curiosity and the need to establish new colonies and settlements around
the world, the most important reason for the development of ships and their navigation
capabilities was the desire to find faster trading routes (see Formula, 2019). While the
design of a ship, its navigation system and communication instruments continue to
improve, what has not changed is the dependency of global trade on maritime transport.
In fact, maritime transport currently accounts for nearly 80 per cent of the global trade
(UNCTAD, 2018).

It is hard to think of the constantly growing maritime trade without considering the new
technologies that seek to enhance operational efficiency and increase the profitability
of the maritime industry. This interdependence not only makes maritime trade and
technology inseparable, but also pushes the industry to rely heavily on technology. In
this regard, although the introduction of the Electronic Chart Display and Information
System (ECDIS), the Global Maritime Distress and Safety System (GMDSS), the Global
Positioning System (GPS), cloud computing, and artificial intelligence has brought
opportunities to the maritime sector, they have also aggravated the risks associated with
its cybersecurity.

These technological developments that sought to enhance the navigation safety and
security of a ship as well as onshore infrastructures have also increased vulnerabilities
(see Akpan et al., 2022). Such electronic systems were made mandatory through different
IMO instruments. The operation of an automatic identification system (AIS) became
mandatory for all ships from 31 December 2004 under regulation 19(2) of Chapter V
(“Safety of Navigation”) of the 1980 International Convention for Safety of Life at Sea
(SOLAS Convention 1980) (IMO, 1980). Under the same chapter, vessels are required
to be equipped with an ECDIS as a computer-based alternative to paper-based navigation
charts. Although these instruments are useful for enhancing maritime safety, researchers
have also identified repeated and significant flaws in the GPS, AIS and ECDIS systems
(Androjna, Perkovic¢, Pavic & Miskovi¢, 2021). From the assessment of reports about
incidents, it can be observed that cybercriminals continue to take advantage of those
weaknesses that are associated with navigation systems, safety systems, engine control,
and monitoring systems, as well as mooring and ballast water systems (Kochetkova, 2015;
O’Dwyer, 2020; Pasternack, 2013; SAFETY4SEA, 2018).

In light of this, the Fair play, BIMCO' and ABS Advanced Solutions (2018) Maritime
Cyber Survey (2018) found that the navigation systems of ships scored 86 per cent in the
rating of the most vulnerable to a cyber threat, followed by the score of the safety system of
a ship at 46 per cent. The World Economic Forum (WEF) also reported in its Global Risks
Report (2020) that cyberattacks on critical infrastructure, such as shipping, were rated
as the fifth biggest risk in 2019 (WEF, 2020). Additionally, there have been 310 reported
cyberattacks on ships and ports in 2019, which was a sharp increase from the estimated 120
attacks in 2018, and 50 in 2017 (see Fair Play et al., 2018). Although it was expected by a
Naval Dome cybersecurity expert, Robert Rizika, that the number of cyberattacks would
exceed 500 in 2020, it was later reported by the Israeli cybersecurity specialist agency

! BIMCO = Baltic and International Maritime Council
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Naval Dome itself that there had been a 400 per cent increase in attempted hacks since
February 2020 (Ovcina, 2020). It was further stated by Naval Dome that the COVID-19
pandemic also contributed to the already existing risks associated with cybersecurity,
as people were forced to work from home, and subsequent network access adjustments
due to travel restrictions made them more vulnerable to malware attack (Jeffrey, 2020).

It is important to note that, although such cyberattacks are orchestrated via different means,
they mostly rely on the lack of training of the crew of a ship as well as the insufficient
data protection systems of their victims. Mostly, the attackers gain access to the system
or data by ‘phishing’, which could be done via e-mail, fake websites, or by installing
malware. In some instances, the malware attachment or the download link presented by
the malware will infect the information technology (IT) system if opened or if the link
is clicked, whilst in other instances, the crew will be led through trustworthy-appearing
websites to install malware or to submit sensitive or personal data. Case in point is
the 2017 Svitzer, where the company was a victim of data theft of over 5 000 e-mails,
resulting in the redirecting of personal data to outside addresses and affecting more than
400 employees (Bogle, 2018).

The crew’s lack of awareness could also lead to a ransomware attack, which could
result in operational interference and the encrypting of the IT system on the ship. Once
a malware file attached to an e-mail is accessed by the user, the ransomware could result
in denying access to important documents as well as key operational systems. To recover
from such restrictions and to regain access to such files or even the system, a ransom
might be required. This was the case of Carnival Corp, the world’s largest cruise line
operator (Cimpanu, 2020).

Cybercriminals also use other methods that target the crew of a ship or port facility staff,
which are beyond the control of the crew, most notable jamming the GPS to disrupt the
navigation system of the ship and transferring erroneous information to shore-based
operating systems. Given its possible consequences, Fortune magazine characterised
GPS jamming incidents as “a disaster waiting to happen” to the global shipping industry
(see Dunn, 2020:n.p.). The dangers of cybercrimes were practically seen in 2014, when
Somali pirates were assisted in targeting their victims by using navigational data found
online, leading vessels to either to use fake data, so it looked as if they were somewhere
else, or to turn off the GPS signal of the ship entirely (Wagstaff, 2014). This gave rise
to a different set of security threats for ships at sea and those responsible for their safety
and security, such as phishing, ransom or spyware and distributed denial of services.

Hence, given the prevalence of maritime cyber-attacks and the diverse methods that
are employed, the industry needs to take serious measures in order to tackle cyber
related challenges.
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UNCLOS and the SUA Convention

During the earlier negotiations in terms of UNCLOS, the internet was not considered a
feasible alternative to traditional modes of warfare and terrorism. As a result, the focus
of the Third United Nations Conference on the Law of the Sea conference (1973-1982)
inclined towards considering piracy as a major maritime security threat.

When reading the definition of piracy under the UNCLOS, one may wonder whether the
definition may also be implemented in a manner that seeks to regulate cybercrimes in the
maritime domain. It is therefore important to study the meaning of piracy within those
provisions of the UNCLOS that are considered to reflect customary international law
(UN, 1982). Article 101 of UNCLOS stipulates that, for an act to be considered piracy:

* there must be an illegal act of violence, detention or depredation;

e the act must be committed for private ends by the crew or the passengers of a
private ship or a private aircraft;

* two ships or aircraft must be involved; and

* the act must be committed on the high seas or outside the jurisdiction of any state
(Attard, Fitzmaurice, Hamza & Martinez, 2017).

In assessing the above article in the light of cyberattack incidents in the previous decade
(i.e. 2010-2019), it is clear that a cyberattack is an illegal act of violence or depredation
that can also be committed for private ends. That means that two elements of the definition
of piracy could exist in the case of a cybercrime incident, namely violence and depredation.
Nevertheless, given that a vessel or a port facility may be targeted by a cybercriminal
with only a computer and the right skills from any part of the world, the third and fourth
elements of the above definition may not always be fulfilled.

In contrast to UNCLOS, the Convention for the Suppression of Unlawful Acts against
the Safety of Navigation (i.e. the SUA Convention) provides for a broader regulatory
scope that could be used to regulate and penalise cyberattacks in the maritime domain,
as it criminalises offences which do not fall within the definition of piracy under the
UNCLOS (Triantafillou, Bardaka Vrettakos & Zombanakis, 2023). When adopting the
SUA Convention in 1988, the aim was to address the persisting issues of terrorism and
piracy, as well as armed robbery at sea, and its scope has since been broadened by the
Protocol of 2005 to the SUA Convention (IMO, 2005, which incorporated accessory
offences and offences committed on fixed platforms located on the continental shelf. Due
to the difficulties in defining these terminologies, the 1988 SUA Convention does not
explicitly use the terminologies. Instead, it uses the term ‘unlawful acts’, which covers
both the crime of piracy and maritime terrorism.

A broad interpretation of those elements of crimes that are provided under article 3 of the
SUA Convention may be applicable to cybercrimes. For instance, although the provision,
which states, “an unlawful act committed with the intention to seize or exercise control
over a ship” (UN, 1988). The SUA Convention, art. 3(1)(a) was intended to apply to
terrorist acts, it could also be applicable to cybercrimes under those circumstances where a
cyber attacker unlawfully and intentionally seizes a ship or directs it to a specific location.
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Additionally, if a person “commits an unlawful act with the intention to interfere with the
ship’s navigation and endangers the safe navigation of a ship” (SUA Convention, art. 3(1)
(b)) (UN, 1988), such act will also be considered a crime under the SUA Convention. Even
though this provision was not intended to penalise cybercrimes specifically, it could be
deemed to apply if a person unlawfully and intentionally attacks the navigational systems
of a ship or interferes with or deactivates its AIS, thereby taking control of the ship via
a cyberattack (Tanti-Dougall, 2020).

Similarly, it is considered to be a crime “where a person places or causes to be placed on
a ship, by any means whatsoever, a device or substance that may endanger or is likely to
endanger the safe navigation of that ship” (art. 3(1)(b) (UN, 1988). The phrase ‘placing a
device’ could be interpreted as referring to a bomb, but the word ‘device’ could also mean
any destructive program or chip that allows the attacker to have complete control over
the system of the victim. Furthermore, when the drafters of the Convention included the
phrase “communication of a false information which is known to be false that endangers
the safe navigation of a ship” in art. 3(1)(f) of the SUA Convention, it is hard to contend
that they legislated with cybercrimes in mind (UN, 1988).

Considering the wider scope of the SUA Convention explained above, it can be broadly
interpreted and be implemented in the case of a cyberattack. In other words, as long as
the act falls within the parameters of the offences provided under any of articles 3a—3d of
the SUA Convention, cybercrime can be considered an ‘unlawful act’. The listed criminal
offences under these provisions nevertheless require implementation through national
legislation by state parties (James & Raul, 2013).

Of note here is that, unless the offender or the alleged offender is found in the territory of
a state party, the incident must occur while the ship is navigating either outside the internal
waters or in the territorial sea of a state in order for it to be a criminal offence under the
SUA Convention. In such cases, the “state parties are required to establish jurisdiction
over the offences committed against or on board a ship flying the flag of the State at the
time the offence is committed; or in the territory of that State, including its territorial sea;
or by a national of that State” (SUA Convention, art. 6(1)) (UN, 1988). Moreover, when
reading the provisions of the SUA Convention dealing with jurisdiction, one can observe
that the Convention aims to remove those listed offences from the exclusive jurisdiction
of the flag state and allow them to be tried in another contracting state. To this end, the
SUA Convention allows a state party to establish its jurisdiction over any offence when —

¢ such offence is committed by a stateless person whose habitual residence is in that
state; or

¢ during its commission, a national of that state is seized, threatened, injured or
killed; or

* the offence is committed in an attempt to compel such state to do or abstain from
doing any act.

However, such an assessment should not be considered to be in contradiction to the
principle of universal jurisdiction, as the effect of those provisions of the SUA Convention
relating to jurisdiction is limited to state parties to the Convention (Hespen, 2016). In
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this respect, the Convention puts a positive obligation on state parties either to extradite
or to prosecute alleged criminals (see UN, 1988).

IMO Maritime Cybersecurity Regulatory Framework

In the international sphere, the concern for maritime cybersecurity began in 2014 when
the IMO considered a proposal to develop voluntary guidelines on cybersecurity practices
(IMO, 2014). Subsequently, the IMO adopted the Interim Guidelines on Cyber Risk
Management in 2016 (IMO, 2016). In 2017, the interim guidelines were superseded by
the IMO Guidelines on Maritime Cyber Risk management. The 2017 Guidelines aim
to provide high-level recommendations on maritime cyber risk management in order to
facilitate and support safe and secure shipping that is operationally resilient to current
and emerging cyber threats and vulnerabilities (IMO, 2017a). In seeking to achieve these
objectives, the Guidelines encourages the embedment of a cyber risk awareness culture
into all levels of an organisation whilst recommending a holistic and flexible cyber risk
management regime that is constantly being evaluated.

In an attempt to make the cyber risk management regime effective and to enhance the
cyber risk management framework, the 2017 Guidelines gives recognition to those best
practices that seek to provide detailed guidance regarding the implementation of maritime
cyber risk management (IMO, 2017a). The recognised practices include:

* the United States National Institute of Standards and Technology (NIST) Framework
for Improving Critical Infrastructure Cybersecurity (the NIST Framework) (NIST,
2017);

¢ the ISO/IEC 27001 standard on information technology (International Organization
for Standardization [ISO], 2017); and

¢ the BIMCO Guidelines on Cybersecurity On-board Ships (BIMCO, 2020.

Moreover, the IMO Guidelines on Maritime Cyber Risk management suggest the
incorporation of key recommendations into existing risk management processes as well
as the use of the Guidelines as a complementary instrument to the already established
safety and security management practices of the IMO. Amongst those already established
safety and security management practices, the main pillar is the International Ships and
Port Facilities Security Code (ISPS), which was subsequently incorporated in 2002 under
Chapter XI-2 of the SOLAS Convention of 1980 as those special measures that seek to
enhance maritime cybersecurity. The ISPS Code is applicable to passenger ships, cargo
ships, as well as ships engaged in mobile offshore drilling, port facility serving, and
international voyages (IMO, 2002). The Code is also applicable to high-speed passenger
crafts and high-speed crafts of 500 gross tonnage. It is also important to note that the
reason for its inclusion in SOLAS was to recognise the role of port facilities in maritime
security and the need to define mandatory requirements and recommendations that ships
and port facilities must follow (Drougkas, Sarri, Kyranoudi & Zisi, 2019).

7
South African Journal of Military Studies



Besides the Guidelines, the IMO has also adopted Maritime Safety Committee (MSC)
Resolution 428(98) (IMO, 2017a) on maritime cyber risk management in safety
management systems, which encourages flag states> to compel companies to treat
cybersecurity management at company level through a safety management system (SMS)
as per the requirement provided under the International Safety Management (ISM) Code
(Mrakovic & Vujinoc, 2019). ‘Company’ is defined under the ISM Code as the owner
of the ship or any other organisation or person, such as the manager, or the bareboat
charterer,’ who has assumed the responsibility for operation of the ship from the shipowner
and who, on assuming such responsibility, has agreed to take over all the duties and
responsibility imposed by the Code (IMO, 1993). As an enforcement mechanism, the
Resolution 428(98) also provides a deadline for the requirement to be fulfilled, namely 1
January 2021 (IMO, 2017c¢). Accordingly, for companies to achieve the compliance that
is required by the IMO, they should have assessed their cyber risk exposure before the
deadline, and should have implemented those measures that seek to reduce and monitor
cyber risks to shipping operations (IMO, 2017c¢). If companies fail to implement the
required measures, their ships could be detained by port state control (PSC), and given
that the deadline had passed, such companies would face the first annual verification of
the company’s document of compliance (Mrakovic & Vujinoc, 2019).

Overall, it is safe to say that the international IMO cyber risk management framework
requires ships and port facilities to have cyber risk management plans and procedures
that complement the existing security risk management requirements of both the ISM as
well as the ISPS Code.

Cyber threats and vulnerabilities in Africa

With the level of attention that was given to maritime security in the past decade (i.e.
2010-2019), one would assume that there would be enough literature to assess the
cyber vulnerability of the maritime domain in Africa. Unfortunately, the only available
comprehensive document on the issue of maritime cybersecurity in Africa is the report
published by the Institute for Security Studies (ISS) (see Reva, 2020), which highlights
the lack of cybersecurity preparedness in the African maritime sector, a sentiment that is
also echoed in the title of the report (see Reva, 2020). The report also highlights the lack
of Africa-specific research and knowledge on maritime cybersecurity.

The strategic importance of maritime transport for the continent is an already established
fact (Kahyarara & Simon, 2018). There is therefore a need for preparation to minimise the
risk of a cyber-attack that is likely to target port facilities in particular and the shipping
industry in general. So far, except for a cyberattack incident on Transnet, a South African
state-owned enterprise in 2021 (see Shabalala & Heiberg, 2021), no cyber incidents that
have targeted the maritime industry in Africa have been reported (Reva, 2021). In this

2 Aflag state is “a state whose flag a ship flies and is entitled to fly” (see UN 1986, art. 2).
A bareboat charterer is “a contract for the lease of a ship, for a stipulated period of time, by
virtue of which the lessee has complete possession and control of the ship, including the
right to appoint the master and crew of the ship, for the duration of the lease” (see UN 1986,
art. 2).
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regard, it might be necessary to refer to the 2018 Fair play, BIMCO and ABS Survey,
which states that 50 per cent of information regarding cyber incidents have not been
shared (BIMCO, 2018). This could mean that there might be unreported cases or cyber
phishing incidents that have occurred on the continent but that have gone unnoticed.
Taking this into consideration, the maritime cyber incidents that have happened around
the globe should alert the African maritime sector and should increase the level of
preparedness on the continent by way of further research as well as by implementing
important minimum guidelines.

It is also important to take into consideration that, in the hope of improving the poor
port efficiency and the inadequate port infrastructure found in Africa, ports on the
continent are also being highly influenced by those technologies that are trending across
the globe. Transformation of ports is, for instance, being realised through increasingly
sizeable investments, the growth of major economic powers, the involvement of private
international operators, as well as the emergence of world-class ports (Maury & Féligonde,
2020). Additionally, private investments in African ports totalled $15bn between 2005 and
2019 and public investments amounted to more than $85bn (African Container Shipping,
2021). The heavy Chinese involvement in those port development projects on the continent
should also be noted, as China has been supporting the development of 46 ports in sub-
Saharan Africa financially, operationally, and technically from 2011-2017 (Devermont,
Cheatham & Chiang, 2019). These new technological developments run the risk of
further exasperating the vulnerability of the maritime sector unless key cybersecurity
measures are taken.

Another factor that is worth considering is the continental project that aims to create a
single continental market for goods and services via a comprehensive agreement between
member states of the African Union (AU). In addition, the launching of the Belt and Road
Initiative (BRI) in 2013 added another piece to the puzzle. The BRI seeks to encourage
trade between China and the rest of the world, and is planned to connect points in both
the northern and eastern regions of Africa. When the actual operation of the initiative
starts, pre-existing protests against the Chinese workforce who are seen as mistreating
nationals of the countries where the Chinese are operating could further spread to the
maritime sector causing vulnerabilities to non-state actors (Lokanathan, 2020).

In terms of future vulnerabilities in the African maritime sector, landlocked states are also
facing imminent vulnerabilities, as the volume of maritime transport on the continent is
dominated by a few countries (Rosenberg, 2019). For instance, if major operating ports,
such as Tangier (Morocco), Durban (South Africa) or Port Said (Egypt) are targeted by
a cyberattack (Maury & Féligonde, 2020), landlocked states that are highly dependent
on the ports of these coastal states will also be greatly affected. In particular, landlocked
states are greatly affected by geopolitics, as they are not only dependent on political
relations with the transit states,* but they also rely on peace and stability within such
transit states. Transit states can take measures of blocking borders and adopting regulatory
impediments to trade if the landlocked states and their transit states are in conflict (Faye,

4 A transit state is a state with or without a sea coast, situated between a land-locked state and

the sea, through whose territory ‘traffic in transit’ passes (UN, 1965).
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McArthur, Sachs & Snow, 2004). According to McArthur (cited in Faye et al., 2004),
Ethiopia has encountered major difficulties as a result of conflicts with its neighbouring
nation, Eritrea. These conflicts have restricted Ethiopian access to the Eritrean port of
Assab, which played a critical role in facilitating three-quarters (75 per cent) of its trade
without tariffs until 1997.

Although the high seas are open to all nations, including landlocked nations, these rights
may face significant practical constraints in such geopolitical scenarios. In a nutshell,
the practical implementation of the rights of landlocked states depends on the relations,
agreements, and/or the political will of the transit states (Bayehu, 2015).

The African Union Convention on Cybersecurity and Personal Data
Protection

The development of continental regulatory initiatives on cybersecurity began in
November 2009, after the commitment made by AU ministers in charge of information
and communication technology (ICT) in the Oliver Tambo Declaration (AU, 2009). The
Declaration requested the African Union Commission (AUC) to “jointly develop with
the United Nations Economic Commission for Africa (UNECA), under the framework
of the African Information Society Initiative, a convention on cyber legislation ...” (AU,
2009: n.p.). Consequently, after passing through consultations, regional workshops that
engaged a wide range of African stakeholders as well as different AU Policy Organs, the
AU Convention on Cybersecurity and Personal Data Protection (hereafter the Malabo
Convention) was adopted on 27 June 2014 at the 23" ordinary Session of the summit of
the AU in Malabo, Equatorial Guinea.

Beyond aiming to harmonise the laws of African states on electronic commerce, data
protection, cybersecurity promotion and cybercrime control, the Malabo Convention also
seeks to set forth those essential security rules that would not only establish a credible
digital environment, but which would also strengthen the existing ICT legislations of AU
member states and those of the RECs (see AU, 2014c: art.1-3).

Without addressing the pertinent issues of maritime cybersecurity directly and specifically,
the Malabo Convention adopted a holistic approach to cybersecurity governance by
imposing obligations on member states to establish, on a national level, those legal,
policy and institutional mechanisms related to cybersecurity. In its holistic approach, the
Malabo Convention gives a broad definition of ‘critical information infrastructure’ as
“cyber infrastructure that is essential to vital services for public safety, economic stability,
national security, international stability, and for the sustainability and restoration of
critical cyberspace” (AU, 2014c: art. 1). This definition can also incorporate the maritime
sector, as it is considered essential for economic stability, national security, as well as
international stability. One could therefore argue that the obligations that are imposed
on member states with regard to critical information infrastructures under the Malabo
Convention could also be applicable to the maritime sector, as the Convention does not
explicitly identify those sectors that should be regarded ‘essential cyber infrastructure’.
On this premise, member states are not only required to impose severe sanctions in terms
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of those cybercrimes and other criminal activities that affect the ICT systems used in
critical sectors, but they also have to establish measures that seek to improve the security
and management of such systems.

Whether the argument given above is applicable or not, it is readily apparent that the
cybersecurity framework of the Malabo Convention does not regulate the maritime sector
sufficiently. Additionally, the Malabo Convention came into force in June 2023, nine years
after its adoption in 2014 by the AU Head of States and Governments (AU, 2023). It has
reached the required fifteenth ratification that was required for its coming into force with
the Mauritanian ratification of the Convention (AU, 2023). As a result, the AU Specialized
Technical Committee on Communication and Information Communications Technology
(STC-CICT) and the AU Peace and Security Council (AU, 2022a) have since decided
to call on member states not only to adopt the Malabo Convention, but also to adopt the
required measures that would bolster their cybersecurity framework (AU, 2017b).

Since the adoption of the Malabo Convention, the STC-CICT has endorsed a strategy
document entitled “A Global Approach on Cybersecurity and Cybercrime in Africa”
(AU, 2017b). The recommendation by the STC-CTCT to create an AU Cybersecurity
Expert Group (AUCSEG) under the auspices of the Information Society Division was
also endorsed by the 32™ Executive Council in 2018 (AU, 2018b). It is important to note
that the AUCSEG is a group of 10 cybersecurity experts representing the five African
regions, whose specific tasks were identified at the first meeting of AUCSEG in 2019, and
includes advising the AUC on cybersecurity issues as well as developing those policies
and strategies that seek to establish collaborative ties between AU member states and
stakeholders in terms of cybersecurity (AU, 2019a).

A recent development that was publicised by a Peace and Security Council Communique
of the 1120" meeting —

[Ulnderlines the urgent need for a Common African Position on the application of
international law on cyberspace, as well as the need for Africa to actively engage in
the process of articulating the rules of international law in this regard (AU, 2022b,
paragraph 4).

The communique accordingly requested the AU Commission on International Law
(AUCIL) to prepare a draft statement on the application of international law to cyberspace
to be submitted to AUCIL for consideration. It further required circulation of the
background note and questionnaire prepared by the AUCIL to all member states, and
encouraged member states to respond expeditiously to the questionnaire (AU, 2022b,
paragraph 6).
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Maritime security instruments adopted by the AU and the security
architecture

Despite the dependency of African states on the maritime sector and being endowed with a
vast amount of marine resources, land-based conflicts have remained the focus of African
member states for several years. The attempt to regulate the security of the maritime
domain noticeably started in the last decade (i.e. 2010-2019) with the development of a
few maritime security instruments.

The first instrument is the 2050 Africa’s Integrated Maritime Strategy (2050 AIM Strategy),
a document with no legal weight that had the vision “to foster increased wealth creation
from Africa’s oceans and seas by developing a sustainable thriving blue economy in a
secure and environmentally sustainable manner” (AU, 2014a). The 2050 AIM strategy
highlights the importance of inter-agency and transnational cooperation in cybersecurity,
as well as the benefits and risks of communication technology advancements. The Strategy
also gives due emphasis to the nature of cybercrime as being a cross-border issue that
needs a united strategy. With that in mind, the strategy recommends that the AU, RECs
and Regional Mechanisms (RMs), member states, the private sector as well as civil society
work collaboratively in order to improve cybercrimes in Africa (AU, 2014a: paragraph
79). Furthermore, the strategy calls for international cooperation, most notably between
the RECs, the RMs and AU member states and the relevant UN organs, in order to deal
effectively with cyber threats in the maritime domain (AU, 2014a: paragraph 80).

On the other hand, the African Charter on Maritime Security and Safety and Development
(Lomé Charter) is a legally binding document that has not only developed the AU’s
architecture for maritime security but also the modalities in which to develop the
continent’s Blue Economy. The scope of the Charter extends to maritime transnational
crimes listed under the SUA Convention and the list of crimes encompassed within the
Charter also refers to ‘other unlawful acts’ at sea (Lomé Charter, art. 4(a)) (AU, 2016).
The inclusion of other unlawful acts provides a leeway for the Charter to be interpreted
as being applicable to cybercrimes as well.

Under the Charter, member states are also required to harmonise their national laws in
order to conform to relevant international legal instruments, such as the UNCLOS, SOLAS
and the 2005 SUA Protocol. While pointing out these factors, it is also important to note
that the Charter is yet to come into force (AU, 2023) and some of its important provisions
are pending further discussions before being added as annexes to the Charter (AU, 2019c¢).
The eight draft annexes to the Charter seek to regulate the marine environment as well
as the development aspect of maritime security. However, it is surprising that none of
the annexes, as they currently stand, address the issue of cybersecurity (see Annexure).

Regional economic communities

Besides being described in Agenda 2063 as “building blocks for continental unity” (AU,
2015:1), RECs are regional groupings of African states formed prior to the establishment
of the AU. The RECs were established with the primary purpose of facilitating regional
economic integration between members of the individual regions (African Union website,
n.d.: n.p.).
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If one takes a closer look, the contribution of the RECs to the integration process varies
amongst RECs. As Stephen Karangizi highlights, “while some of them have made rapid
progress, others have remained rather stagnant” (Karangizi, 2012: 248). Out of 55 African
states, 11 hold membership with only one of the RECs, while 35 are members of two
RECs, seven are members of three RECs, and one (Kenya) is a member of four of more
RECs. For countries, membership of more than one REC means agreeing to implement
different regional policies and programmes that may, at times, contradict each other (see
Karangizi, 2012: 237).

Efforts to harmonise the legal framework of cybersecurity also differ from one region
to another. Considering the variation of the regional frameworks, this section will only
discuss those RECs that have an established policy framework in place, including regional
frameworks that are beyond the RECs. The East African Community (EAC) for instance,
started its efforts in 2001 with the establishment of the EAC task force. It consequently
adopted the EAC regional harmonised framework for cyber laws, which is coordinated
by the task force itself (see United Nations Conference on Trade and Development
[UNCTAD], 2013). Cybercrime and data protection were included under phase one
of the framework that was subsequently adopted by the EAC Council of Ministers on
Transport, Communications and Meteorology, and is being implemented at national level
(UNCTAD, 2013).

Furthermore, although the EAC was the pioneer in adopting the first instrument on
cybercrime, the Economic Community of West African States (ECOWAS) has also
attempted to harmonise the cybersecurity legal framework in its region by adopting key
instruments in 2010 (ECOWAS, 2021). Most notable were the Supplementary Act on
Personal Data Protection within ECOWAS (see ECOWAS, 2010a) and the Supplementary
Act on Electronic Transactions within ECOWAS (see ECOWAS, 2010b). The importance
of these instruments lies not only in their ability to set out the security, privacy and
confidentiality obligations of those responsible for processing personal data but also in
clearly outlining the conditions for accepting electronic signatures. Following these two
instruments, the ECOWAS has since implemented Directive C/DIR 1/08/11 on Fighting
Cybercrime within ECOWAS (see ECOWAS, 2011), which prescribes legal provisions
for the regulation of cybercrimes within the region (Talabi, 2021).

In addition to these efforts, the ECOWAS was running a project together with the European
Union from 2019-2021 called “Organized crime: West African Response on Cybersecurity
and Fight against Cybercrime (OCWAR-C)” (OCWAR-C, 2020). The project aimed
to enhance cybersecurity as well as to combat cybercrimes in the region. Comparably,
the Southern Africa Development Community (SADC) and the Common Market for
Eastern and Southern Africa (COMESA) have since developed a model law that seeks to
guide member states in drafting their national laws on cybersecurity (COMESA, 2010;
SADC, 2013).

All in all, the aspiration to criminalise cybercrimes, to increase cybersecurity capacity,
as well as to promote the exchange of information between member states plays a role
in creating a communal approach between the RECs.
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Unfortunately, some of the RECs are yet to make visible progress in this integration
process. Case in point is the Economic Community of Central African States (ECCAS), as
it was inactive for several years due to conflicts in the Great Lake area as well as financial
constraints (Raemdonck, 2021) The ECCAS held its first regional forum on cybersecurity
in 2015, and subsequently adopted the Brazzaville Declaration in 2016 (ECCAS, 2016).
The Declaration was adopted with the ambition to harmonise national policies and
regulations in the region on matters related to telecommunications, cybersecurity, and
those regulatory frameworks that seek to govern cross-border interconnection (ECCAS,
2016). Although it is an important step, the Declaration is a non-binding document with
no legal obligation on member states.

Additionally, despite the fact that the Intergovernmental Authority on Development
(IGAD) called for a determined, regional and collaborative approach on security-related
matters, the region is yet to adopt a specific and binding legal document on cybersecurity.
Nevertheless, it is important to note that one of the primary objectives of the IGAD
Security Sector Program (IGAD SSP) and the SSP Transnational and Organized Crime
Pillar is the prevention and management of emerging and exiting security threats, which
include cybercrime (IGAD, n.d.). Likewise, the Arab Maghreb Union (AMU) is yet to
adopt either a regional legal instrument or a cooperation agreement that seeks to harmonise
the legal framework of its member states on the issue of cybersecurity (Raemdonck, 2021).
Although the region has stayed inactive in the integration process for far too long, all
of the Northern Africa states are part of the League of Arab States, making them parties
to the 2010 Arab Convention on Combating Technology Offences. This Convention is
comprised of procedural provisions as well as those legal and judicial mechanisms that
seek to enhance cooperation between state parties (Raemdonck, 2021).

That being the case for regional cybersecurity instruments, it is equally important to
analyse those regional instruments that seek to regulate the maritime sector and to reinforce
its security. Although there are no specific regional instruments dealing with maritime
cybersecurity, there are some maritime security instruments that seek to penalise maritime
cybercrimes.

The first regional action to address maritime insecurity in the region started with the
Djibouti Code of Conduct, which was first adopted in 2009 and subsequently amended
in 2017 in order to broaden the scope of the Code (IMO, 2009). The amended document
is now called “the Jeddah Amendment to the Djibouti Code of Conduct 2017” (Jeddah
Amendment) (IGAD, 2017b). From the 17 state parties to the Code, 12 are African states
comprising IGAD, EAC and the SADC.? Similarly, in realising that one of the means to
resolve the insecurity in the Gulf of Guinea is through regional cooperation, the ECOWAS
and ECCAS member states as well as the Gulf of Guinea Commission (GGC) have
followed in the footsteps of the Indian Ocean states and have since adopted a regional
instrument called the Yaoundé Code of Conduct.

5 Djibouti, Ethiopia, Kenya, Madagascar, Seychelles, Somalia, the United Republic of
Tanzania, Comoros, Egypt, Eritrea, Mauritius, Mozambique, South Africa and Sudan are
state parties to the Convention.
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Both the Jeddah Amendment and the Yaoundé Code of Conduct aim to create regional
frameworks that seek to combat piracy and armed robbery at sea along the Gulf of Guinea,
in the Western Indian Ocean, and in the Gulf of Aden. Additionally, the Codes not only
urge states, shipowners, and ship as well as port operators to take protective measures
against transnational organised crime in the maritime domain, but they also encourage
coordination, assistance, information sharing and incident reporting among state parties
(IMO, 2017b).

The applicability of these regional instruments extends to transnational organised crimes
in the maritime domain that are listed in the SUA Convention. Given that the provisions
that stipulate the scope of the instruments also extend to other illegal activities at sea, it
is not an exhaustive list. It would therefore be reasonable to conclude that cybercrime
is also incorporated within the scope of the Jeddah Amendment as well as the Yaoundé
Code of Conduct.

Beyond the legal instruments, it is worth mentioning the European Union Program to
Promote Regional Maritime Security (MASE), which is working in the Eastern and
Southern Africa as well as the Indian Ocean region (ESA-IO). The programme operates in
the IGAD, EAC and COMESA regions, and its objective is to enhance maritime security
in the ESA-IO region (EU, 2016). Despite the programme being focused on maritime
security, its main objective is strengthening and developing the capacity of the ESA-IO
region in the implementation of both legal and infrastructural matters for “the arrest,
transfer, detention and trial of pirates” (EU, 2016).

Analysis of national legislation

Given the transnational nature of maritime crimes, it is important to assess those
legal mechanisms that have been put in place by African states in order to enforce the
international as well as regional instruments that they have ratified. In doing so, an
extensive online research was undertaken on the national legislation of all African states.
The detailed overview of the 55 African states subsequently resulted in a robust collection
of pertinent data that have been categorised in terms of national cybersecurity laws,
national maritime security laws, as well as those international and regional instruments
that have been ratified by these African states. This categorisation effort has given the
research two benefits. First, it identified and presented those legal instruments that deal
with cybersecurity in general and maritime security in particular. Second, it highlighted
the attempts made by these states in combatting cybercrime through national as well as
international cooperation.

In light of the data that have been collected, this section will seek to assess the level of
preparedness of African states in combating maritime cyber threats by first analysing those
instruments that specifically regulate maritime cybersecurity. Following that, the section
will review those general instruments that have been incorporated into the national legal
frameworks of the states.
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With regard to port security, it is important to remember that the IMO instruments were
adopted with the aim of addressing the issues of maritime cybersecurity where it has
been previously discussed that the cyber domain is already regulated by the ‘all-risks
approach’ of both the ISM and the ISPS Codes. As far as the ISPS Code is concerned,
cyber risk is only one risk that needs to be considered from the overall security of a ship
or port facility. Accordingly, those states that are signatories of the SOLAS Convention
should already have incorporated cyber risks into their risk assessments and should have
designed their plans accordingly.

In terms of the security of ships, it is important to note that MSC Resolution 428(98)
in effect worked as an enforcement mechanism, as the MSC had designated a specific
deadline (1 January 2021) at which time cyber risks had to have been considered and
addressed in SMSs of ships, as defined in the ISM Code and subject to verification of
the Document of Compliance of the company (IMO, 2017c). This indicates that the
ship component of maritime cybersecurity is a well-regulated domain, as the industry
has been given a limited window in which to get its security measures properly adapted
in order to address cybersecurity risks effectively. In terms of implementation, none of
the African states have promulgated instructions for the enforcement of either the IMO
guidelines or the resolution on maritime cybersecurity, except for Togo (Togolese Maritime
Authority, 2020). Nevertheless, as can be seen in Figure 1 below, African states, such
as Ghana, Nigeria, Sao Tome and Principe, Libya, Mauritania, Seychelles, Cape Verde
and the Democratic Republic of Congo, have expressly incorporated both the ISPS and
the ISM Codes into their legal framework either by adopting a specific instrument or by
incorporating them into their general maritime legal framework.

Countries with specific maritime
security instrument

Countries that have implementing
instruments for the ISM and ISPS codes

Countries with no maritime security
instrument

Countries that incorporated maritime
crimes in their penal codes

HeEEE

Figure 1: The implementation of the IMO instruments by African states

Source: See the Annexure
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The remaining African states — particularly the 41 states that are state parties to the SOLAS
Convention — are still required to enforce the ‘all-risks approach’ that is provided in both
the ISM and the ISPS Codes. To this end, it is important to highlight that, although the
legal approach followed by African states was beyond the scope of this article, it will be
useful for future research endeavours to determine whether these states follow a monist or
a dualist approach when it comes to the implementation of these international instruments.
For instance, under the Constitution of Namibia, it is stated, “[u]nless otherwise provided
by this Constitution or Act of Parliament, the general rules of public international law
and international agreements binding upon Namibia under this Constitution shall form
part of the law of Namibia” (Republic of Namibia, 1990: art. 144).

That being the case for the implementation of those standards that seek to regulate not
only the safe management and operation of ships but also the security of ships as well
as port facilities, it is also fundamental to look into the criminal law aspect of maritime
cybersecurity. In order to examine the criminal law aspect one should examine the adoption
of the SUA Convention by African states. It is clearly illustrated in Figure 2 that, as of
May 2022, only Algeria, Cote d’Ivoire, Djibouti, Ghana, Mauritania, Nigeria, the Republic
of Congo and Togo are signatories of the 2005 SUA Protocol, while 32 other states are
parties to the 1988 SUA Convention.

As discussed previously, if one were to employ a broad interpretation of the SUA
Convention, maritime cybercrimes fall within the meaning of those unlawful offences
that are specified under the Convention. With this in mind, certain African states, most
notably Kenya, Nigeria, Tanzania, and Togo, have expressly incorporated the provisions
of the SUA Convention into their maritime security legal framework. In order to regulate
and penalise all possible violent crimes that could occur in the maritime domain, these
states have not only developed their very own distinct interpretations of maritime crimes,
but have also incorporated such interpretations into their domestic legal texts.

On the other hand, it is unfortunate that more than 80 per cent of African states have
neither adopted a maritime security instrument nor incorporated provisions related to
maritime security into their maritime legal framework. This in turn creates significant
complications when it comes to the implementation of the SUA Convention, the Djibouti
Code of Conduct, as well as the Yaoundé Code of Conduct, as these instruments require
state parties either to prosecute maritime criminals or to extradite them to another state
with prosecutorial jurisdiction. Another serious constraint is that some of the penal codes
as well as the provisions dealing with maritime security are outdated, and therefore fail
to address contemporary security challenges that are faced by the maritime sector (Aden
& McCabe, 2021).
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SUA Convuention

@ State Parties only to the Non State Parties to the 1988 @ State Parties to the 1988 and
1988 SUA Conuention and and 2005 SUA Conventions 2005 SUA Conventions and
Protocol and Protocols Protocols

Figure 2: The adoption of the SUA convention by African states

Source: See the Annexure

One may therefore wonder if the general national cybersecurity framework of each African
state can be used to fill the regulatory gap that is found in the specific maritime security
instruments of these African states. A review of the cybersecurity legislations of the 55
African states indicates that some states have not taken any action in this regard whilst
other states have adapted their domestic criminal laws in order to make them applicable
to cybercrime. In doing so, most of the instruments adopted by these states are applicable
to transport infrastructures, which in turn would include maritime transport. Moreover, it
is noteworthy that towards the end of the previous decade (i.e. by 2019), 61 per cent of
African states have adopted a variety of cybersecurity as well as cybercrime instruments;
with 23 states enacting either a cybersecurity or cybercrime legislation, which would
amount to 39 per cent of the continent, while 10 other states had enacted a variety of
cybersecurity policies and strategies (see the annex). This amounts to 61 per cent of the
continent as reflected in Figure 3. Even though there are several states that have either
adopted cybersecurity instruments or developed a policy framework, the requirements
that have been outlined by the IMO are still far from being met within the region. In this
respect, while some countries have already set up the necessary institutions and reached
a certain degree of preparation, most of the other states are still at an insufficient level.
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Countries that have adopted
cybersecurity laws/strategies

61% ?
o

@ Countries with no
cybersecurity instruments

Figure 3: African countries with cybersecurity laws and strategies

Source: See the Annexure
Conclusion and recommendations

Although there are diverse challenges in the maritime sector, African states should come
together under the auspices of the AU to resolve the issues that have been discussed
in this article. In terms of the research and its findings, the author would like to add
that, considering the unique technologies that are used in the maritime sector, there
was a need for a research endeavour that also considered the particular vulnerabilities
of this sector. Online research was therefore conducted to analyse the national legal
and policy instruments of African states and instruments of the RECs dealing with
cybersecurity in general and maritime cybersecurity in particular. While an online research
was advantageous in terms of speed to access a wide range of documents, it also had
limitations when it came to finding national legal instruments of African states, as the
legislative documents of certain African countries are not regularly posted on websites
of the authorities of such countries. However, considerable effort was made to gather as
much of the available information online as possible. The collected data as well as the
findings and recommendations provided should therefore be considered a starting point
for further research undertakings on the issue of maritime cybersecurity.

Policymaking process

From the data analysis, it was clear that more than half of the African states have adopted
either a binding law or a policy on cybersecurity. Many actors are involved in the making
of those laws or policies, and for the implementation of the instruments dealing with
cybersecurity different interests have to be balanced. However, the implementation process
should start at the policy design phase, meaning that at this stage, the final implementation
has to be considered.
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The same goes for the law-making process of the AU. The law-making process can again
be divided into a pre-negotiation phase and a decision-making phase, to which specific
challenges apply. The involvement and strengthening of different stakeholders at the
earliest possible stage is therefore suggested.

A harmonised regional cybersecurity framework

The lack of a unified approach has led to a regulatory landscape that lacks harmonization,
with different national and regional laws across various RECs. To establish minimum
standards under the Malabo Convention, it is crucial to address these differences and
promote harmonization. The capacity of African States in achieving harmonization and
promoting regional cyber stability is very vital, as such this potential need to be utilized.
Harmonizing instruments adopted by the regional economic communities at the AU level
will not only create a harmonized legal framework but also enhance national instruments
and facilitate cooperation in prosecuting cyber criminals.

The level of awareness on maritime cybersecurity

Compared to the previous decade (2010-2019), awareness of general cybersecurity
aspects has improved. When it comes to the maritime sector, however, awareness is either
at a very low level or even non-existent. Taking into account the level of dependency
on information technology, this lack of awareness results in inadequate preparedness
in terms of maritime cyber risks. Member states should consider developing focused
awareness-raising campaigns aimed at the key stakeholders in the maritime sector. In
addition, appropriate and tailored guidance and training on specific maritime cybersecurity
aspects should be developed and delivered to the relevant actors of the maritime sector,
port authorities, and ship crews.

Fragmented maritime governance context

In the course of undertaking the research, it was observed that several maritime governance
stakeholders relevant to the AU member states are found at different levels. It was also
noted that their coordination regarding maritime security and the associated risks is
inadequate. This inadequacy is ascribed to the lack of a dedicated department dealing
with maritime security at the AU level. A harmonising unit should therefore be established
by the AU to bring the various stakeholders together to make decisions according to
consolidated information and to enhance the legal framework on maritime security matters.

In addition, the Lomé Charter (AU, 2016) and the 2050 AIM Strategy (AU, 2014) are
outdated for current maritime challenges. The member states therefore need to revise these
instruments. The AU should take the initiative to amend the strategy in a way that would
enable member states to integrate cybersecurity into vital governmental infrastructures,
involving citizens and other stakeholders in the various infrastructures. The continent
would also benefit from a continental organ for the implementation of the strategy and
to facilitate information sharing amongst member states.
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Minimal consideration of cybersecurity in maritime regulations

From the data collected, it seemed that most of the laws related to maritime security only
refer to provisions relating to safety and physical security concepts. Furthermore, as the
existing regulatory frameworks are not optimally used and because they are inadequately
defined, the implication is a too high dependency on operational stakeholders to identify
appropriate courses of action in case of cyber threats that could cause incidents affecting
the maritime sector, as well as its ICT infrastructure.

Member states should therefore take appropriate measures in order to add considerations
and provisions towards cybersecurity in the national maritime regulatory frameworks.
Member states should also work on an in-depth analysis of the current legislative
framework to assess whether legislative updates are necessary to make progress in
cybersecurity either as part of broader national cybersecurity initiatives or specifically
in the maritime sector.

Regarding the AU institutional framework, although different departments are working on
maritime issues within the AU, there is no single department or institution that specifically
and exclusively deals with maritime security issues. The establishment of a dedicated
agency that deals with maritime security within the AU could therefore go a long way
in assisting member states, particularly when it comes to developing the type of resilient
cyber risk management that has been mentioned earlier and readily discussed in the
previous sections. Moreover, a regional maritime enforcement mechanism should be
established to regulate the enforcement of the IMO guidelines, resolutions and recognised
best practices.

Efforts to implement the holistic approach to maritime cyber risks

At the time of this research in 2021, there was no evidence that the African states were
implementing a holistic approach to maritime cyber risks. In addition, efforts at the time
of the time only addressed the partial scope of the maritime security range. Consequently,
a holistic approach is required to ensure appropriate consideration of all relevant aspects
of maritime security. Likewise, a joint effort between maritime ICT providers, maritime
operators, port authorities and policymakers is needed to map the cyber risks faced by
the maritime sector in Africa clearly.

Moreover, given that cyberspace is mostly controlled by the private sector, cooperation
between the public and private sectors is essential to respond appropriately to those
contemporary threats that are targeting the cyberspace. It is important for maritime
economic operators and stakeholders, to apply sound cyber and information security
principles proactively within their organisations and environments. These operators
and stakeholders should recognise and manage the actual risks they face appropriately
in line with their business objectives and the applicable regulatory context. To this
end, it is important to highlight that there is no dedicated agency or department that
actively contributes to the cyber policy of the AU. Although the recently established AU
Cybersecurity Group of Experts could be of consideration, it is important to note that the
expert group lacks institutional, procedural and enforcement powers.
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http://faolex.fao.org/docs/pdf/gha93388.pdf
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http://kenyalaw.org/kl/fileadmin/pdfdownloads/Acts/2019/TheDataProtectionAct__No24of2019.pdf
http://kenyalaw.org/kl/fileadmin/pdfdownloads/Acts/2019/TheDataProtectionAct__No24of2019.pdf
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https://sherloc.unodc.org/res/cld/document/lso/2003/communications-act_html/communications_act_2012.pdf
https://sherloc.unodc.org/res/cld/document/lso/2003/communications-act_html/communications_act_2012.pdf
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http://www.fao.org/faolex/results/details/en/c/LEX-FAOC163889
http://www.cbos.gov.sd/sites/default/files/Electronic_Transactions_act_2007.pdf
http://www.cbos.gov.sd/sites/default/files/Electronic_Transactions_act_2007.pdf
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http://www.unodc.org/res/cld/document/sdn/2007/cybercrime_act_2007_html/Sudan_Cybercrime_Act_2007_EN.pdf
http://www.unodc.org/res/cld/document/sdn/2007/cybercrime_act_2007_html/Sudan_Cybercrime_Act_2007_EN.pdf
http://parliament.go.tz/polis/uploads/bills/1447077082-THE%20CYBERCRIMES%20ACT.pdf
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https://www.tanzania.go.tz/egov_uploads/documents/1-2015-6_sw.pdf
https://www.tanzania.go.tz/egov_uploads/documents/1-2015-6_sw.pdf

uoIsoy
pooyanoqu3oN

¢ (ISNV) £11noag 010 ut papudsure
Lol 'SV'IOS LLSYINOS ot Ut 1ondwo)) 10y 191 pue $1q 661 SE ‘4361 ‘OumnLIel AVS—NAD BISIUN],
01 Kaed areyg QWILIDIOQAD) U0 KousSy [etone J[o1Ie — PO [RUdJ SOIOUILION O D0
uonesadooy) — V [euoleN D 3P 3po)
yInos1aqA)) 109fo1g
(youarg
ur 9[qe[reae) eas je sromod
(141SD) weaL LO-L10T "ON aotjod syt Jo djess gy
uwﬁogmox jusprouy mo—.—UmEObowTw \mn— 9SIJISXD 3] pue S308
£1moag 1onduwo)) suonoesue) s9f Ins 107 | JI9I[[1 Joyjo ‘Aveird jsuree
WSy oY) U 91T YOI
1130 #00-910T "oU Me]
(8L/€L (TOLIVIN)
sdiyg woiy uonnjjog
JO UOnudAdI] Y} 10 oS0,
UOIJUSAUO)) [EUOTJRUIdIU]
UOIJUOAUO))
ay) pue suonnjosar QNI
S00T °ud
(8107) swLo19q4 [JIM QUBPIOIIE UI)
PUE [000101d (D0s) anua) jsureSe Eww oy} pue muno?oﬁ pue m@Ems.mmo SYM0DA
‘UOIIUSAUO)D) [euonerdd Anoog : A :
o A1noas10q4o uo [[rg QULIBW $SA1AIO0S
/Mwnmtwm_mowﬁm uorneoljIsse[d Kjoyes
uonediaeu Jenonted ul
‘uoneSIABU SwLIBW
SasIUBSIO 9pO)) SULIBJA]
JUBYOISIA dy3 Jo ] Yoog
sypeje 19g4d Jsuree
10)73s dwnLIew 9Y)
(86)8TH DS suIsIueydI W 30 SIUAWSP 101 3P e AI1INd3s dwmrIenr YIm
uonerddood Surpeap suonenSax Surdnoag Jureu
uonnjosay : Suno3301d 03 predax 10 15€ f31INd3s .
[euonjewIUI 10 S)O® ‘SJUdWNI)SUT [euorSay £nyuno)
OWNI IIM SJUSUIUIIA0S 13945 [eIUID)
pue [euoneN dWINLIBW [BUOTIEN

3)e)s IdqUUISUI 3}
Jo sanuoyny

82

South African Journal of Military Studies



AIIND3S JI0MIdU pue
SWISAS UorjeWIoul Jo
uonodjold ay) uo soni

[e10Uas SoysIqeISH

do1j0d 197eM 2Y) 01 Sune[al
pue ‘AJLIOYINe SUWILIBW

) wolj SuneuLWw SIOPIO
10 suonen3al oy} PIm
A1dwos jou so0p s1dem

[BLIOJLLIS) UBISTUN], UT OYM

[9$S9A U110 10 UBISIUN],
® U0 pasyrequid uosiad

BIsmuny, ¢ ¢
_uredg Juen S1104 pue duLIB]A ‘9repuew Aue saystund pue ‘vo1j0d onSeo] qery
: JUBYOISIA JO 01O YL sy pue onbpewrojur | uoneSiALU oY) SUTUIOIUOD
Jo uonere[odq
9)LINOIG 3P S[BUOIEN saouayjo pue sdiys rem
9oualy oy saysiqese | Joj 3dooxe ‘drys uersrung, eisuny,
— A111n93519945 uo Aue preoq uo suosiad oy}
S-4007 oU MET 03 A[uo 9rqeordde s1 me|
SIL "9po)) [eusd pue
Kreurpdiosiq swmLeA 9y}
Sunednwoid £/ 61 yore\
0€J08T-LL oUmeT]
0003014 pue
UOTIUOAUOD)
VAS 8861 2ui
0} Kyred ayelg
sypeje 19g4d JsureSe
10199 dWILIBW 9}
X suIsIueydI W OSIEE . [T £)1Ind9s WL YIIm
(86)8TVOSW uonerddood J 19 .LOL 94 Surpeap suonenSax Surdnoas Jwreu
uonnjosay g Suno3301d 03 predax 10 1o€ fJ1INd3s S 2 .
[euonjewISUI I0 S)O® ‘SJUdWNI)SUT reuorSay £1nyuno)
ONI IIM SJUSUIUIIA0S 13945 [eIUdD)
pue [euoneN JwILIeW [BUOTIBN
JJe)s IDqUIdUI YY)

Jo sapuoyny

83
South African Journal of Military Studies



Ioquuaw ‘dAnenIuy

(Do/HN1IAD)

HonULAUO) — ssa1301 Sua) UOHEUIPIOO) 99V suonoBsuel
vas sger o | ANV d juwap osuodsay | 10TV SONIESUEL avol
0y Kred aye [PMNIAL 10§ 92UBHTY Kouogrowy 10yndwo oruona91d
} Aed 1S A1IModsIqh) o1 0 (paxdor-puer)
: [euoneN epuesn epues
. (N-VLIN) epuesn . 10109S AJIND9S
me\m mmn_MAMum LBMW:&MAD o —Kuoyny A3ojouyoa], mmsh I OWu ﬁ%Eo JwiLew oy) Sunengal VSAN0D
} Aed oS HABTEN O UONBULIOJU] [BUOHEN ALY D Me] 015103ds oN
uondajold eyeg
[euosIod pue B0 A} JO MET Ay}
K)1INd9G 1994 U0 | 10J UOISSIWIWIO)) [BUOHEN
UOIUOAUOD) NV
Kjunooeg podsuer],
uipying Ayoedeo :
P : QWINLIBA pue 110 10J
a0 S oo oo 0
mw owam.aoxo o sampaooid Junerodo o BIS[uny,
mMEM_V.anU:w @EM pue uonisoduwod ‘0 Mwomowhuwmc_o
pue mqozmmhmwuo “uoneaI0 o3 03 Fupejor ﬂﬁqowoo_m pue 2
_m:o:.mE.BE PESTP00C "ON 3153 mom:msoxm_ J1U01IJ[
‘SaLUN09 10) o4 Aq paystqe1sa — .
:.Eo. M dre omw Kjnooeg uodsuer],
e Humm:wL ma ! QWINLIBA pue 110 10J
—eq 4549 [1oUNO)) [euoneN oy I,
sypeje 19g4d Jsuree
X suIsIueydI W .-Muwuﬂmow-—wmwiuﬁ wﬁ JC— AI1INd3s dwmrIenr YIm
(86)82H"OSI uonerddood 309 I2.LO1 ot it Surpeap suonenSax Surdnoag Jureu
uonnjosay : Suno3301d 03 predax 10 15€ f31INd3s
[euonjewIUI 10 S)O® ‘SJUdWNI)SUT [euorSay £nyuno)
OWNI : : IIM SJUSUIUIIA0S 13945 [eIUID) : :
pue [euoneN dWINLIBW [BUOTIEN

3)e)s IdqUUISUI 3}
Jo sanuoyny

84
South African Journal of Military Studies


https://sherloc.unodc.org/res/cld/document/uga/2011/computer-misuse-act_html/Computer-Misuse-Act.pdf
https://sherloc.unodc.org/res/cld/document/uga/2011/computer-misuse-act_html/Computer-Misuse-Act.pdf
https://www.nita.go.ug/sites/default/files/publications/Electronic%20Transactions%20Act%202011%20%28Act%20No.%208%20of%202011%29.pdf
https://www.nita.go.ug/sites/default/files/publications/Electronic%20Transactions%20Act%202011%20%28Act%20No.%208%20of%202011%29.pdf
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https://ulii.org/system/files/legislation/act/2019/1/THE%20DATA%20PROTECTION%20AND%20PRIVACY%20BILL%20-%20ASSENTED.pdf
https://ulii.org/system/files/legislation/act/2019/1/THE%20DATA%20PROTECTION%20AND%20PRIVACY%20BILL%20-%20ASSENTED.pdf
https://sherloc.unodc.org/res/cld/document/uga/2011/computer-misuse-act_html/Computer-Misuse-Act.pdf
https://sherloc.unodc.org/res/cld/document/uga/2011/computer-misuse-act_html/Computer-Misuse-Act.pdf
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http://www.techzim.co.zw/wp-content/uploads/2016/08/ZImbabwes-draft-Electronic-Transactions-Electronic-Commerce-Bill.pdf
http://www.techzim.co.zw/wp-content/uploads/2016/08/ZImbabwes-draft-Electronic-Transactions-Electronic-Commerce-Bill.pdf
http://www.techzim.co.zw/wp-content/uploads/2016/08/ZImbabwes-draft-Electronic-Transactions-Electronic-Commerce-Bill.pdf
http://www.techzim.co.zw/wp-content/uploads/2016/08/Zimbabwes-Draft-Data-Protection-Bill-v-1-June-2013.pdf
http://www.techzim.co.zw/wp-content/uploads/2016/08/Zimbabwes-Draft-Data-Protection-Bill-v-1-June-2013.pdf

	_Hlk67470054
	_Hlk67836727
	_Hlk115080136
	_Hlk138841895



