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The purpose of this study was to investigate the public sector's willingness to entrust their records to 
cloud computing technology with the view to propose potential strategies to encourage cloud migration. 
This qualitative study, utilised interviews, and document analysis to collect data. The target population 
consisted of purposively chosen chief information officers and records practitioners from the national 
government departments in South Africa. A total of ten participants were interviewed and data were 
analysed thematically. The study made several findings such as that the government was hesitant to 
subscribe to the privately-owned cloud due to security concerns such as attack of a physical host, 
bankruptcy, cross-border jurisdiction, sovereignty, access to information, and data loss, as well as the 
absence of legislation on cloud storage. The study recommends for the enactment of cloud storage 
legislation and encourage the storage of digital records on a cloud within the borders of South African 
virtual space. 
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1 Introduction and background 
There are many definitions of the term "cloud computing" used by researchers, and many more continue to emerge. Laudon 

and Laudon (2015) define cloud computing (CC) as a model in which computer processing, storage, software, and other 

services are supplied as a utility over the network, primarily the internet. Al-Mudawi, Beloff and White (2019) describe CC 

as an application that enables users to access any network from anywhere and share configurable computing resources 

through easy access to information with minimal management. The National Institute of Standards and Technology (NIST) 

(2011) comprehensively defines CC as a model for capacitation worldwide, expedient, on-demand network ingress to a 

communal pool of structural computing resources like servers, services, applications, networks, and storage that can be 

provisioned expeditiously and emancipated with the least management effort or service provider intercourse. 

Since CC is a developing technology, ARMA (2010) claims that it is defined differently by different consumers because 

it means different things to different communities. This study adopts the definition provided by NIST as it can encapsulate 

other definitions. The emergence of CC has prompted multitudinous organisations and governments to migrate records to 

the cloud due to its cost-effectiveness. Usman et al. (2019) suggest that CC proffers opportunities to achieve minimal 

infrastructure expenses and lower inceptive speculation as compared to a propriety system. It helps to curtail information 

technology (IT) expenditure without cutting essential services, increase the utilisation of human resources and provide 

improved services to public servants in their quotidian jobs. Oredo, Njihia and Iraki (2017) and Sabi et al. (2017) agree that 

the biggest goal of CC is to reduce the cost of IT services while increasing processing throughput, reliability, availability, 

and flexibility of business operations. Governments can afford cloud computing services as per their requirements. Given 

its successes, Shen, Yang and Keskin (2012) retrospectively traced the idea of cloud computing back to 1961, when John 

McCarthy predicted, in a public speech celebrating the Massachusetts Institute of Technology’s (MIT) centennial, that 

computing may someday be organised as a public utility. 

 Former president of the United States of America, Barak Obama, attests that CC opens the government to its citizens 

(Paquette, Jaeger & Wilson 2010). Bassett and Schellnack-Kelly (2018) highlight that President Nelson Mandela 

emphasises the importance of recognising the capacity for people in the 21st century to communicate as a human right. 

Due to its affordability, Madini et al. (2016) posit that governments and organisations around the world are interested in 

CC’s wealth of growing efficiency and reducing costs. The espousal of CC is informed by its increased trend towards efficient 

dissemination of digital information. According to Nanos, Misirlis and Manthou (2017), European bodies recommend that 

countries include CC as an integral part of their electronic government (e-government) services in the view that it promotes 

government transparency to citizens. 
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Pederit and Mainoti (2016) observe that CC proves to be a viable model for delivering IT services through the browser. 

Li, Zhu and Tu (2019) indicate that cloud computing services usually provide online business applications through the 

browser and a data management centre where software and data can be stored. Stuart and Brommage (2010) point out 

that, like telephones and electronic mail, browsers have enabled another channel to fulfil business. CC has become a utility, 

together with the telephone, electricity, gas, and water (Raut, Gardas, Jha & Priyadarshinee 2017). In contrast with the 

telephone and electronic mail, where communicating parties can identify each other, the widespread coverage of the web 

means that it is not necessary to know the person who is dealing with the information (Stuart & Brommage 2010; Raut et al 

2017). Some of the notable functions of CC used by the public and private sectors include the storage of records and 

making them accessible without time and geographical constraints. Kriesberg (2017) asserts that the increasingly 

widespread adoption of computers during the second half of the 20th century changed the ways in which society creates 

and interacts with information, playing a disruptive role and forcing organisations to adapt or be left behind. Madini et al. 

(2016) contend that as opposed to on-premises information and communication technology (ICT) storage, cloud consumers 

do not have control over their data or the performance of the application. In this case, the cloud service provider (CSP) has 

it. 

According to Nanos et al. (2017), CC offers advantages and can be applied to various sectors of the economy, leading 

to the digital transformation of private and public organisations. Despite the affordability presented by CC to governments 

and organisations, such as availability, efficiency, cost reduction and high scalability of business operations, it suffers from 

many deficiencies (El-Gazzar, Henriksen & Wahid 2017). Mohammed, Al-Badi and Mohammed (2016) pinpoint some of 

the concerns of CC, including a lack of trust in the technology relating to data integrity and security, the absence of an 

authority that defines policies and sets standards for the adoption of cloud computing in government, and the perception 

that cloud adoption leads to a reduction in in-house workforce. Despite the good publicity surrounding CC, the global public 

sector has embraced this service much slower than the private sector (financial and insurance sectors) (Mohammed & Al-

Badi 2016). This pace of entrusting records to the cloud is widespread, even in European countries. Not only in South Africa 

does the adoption of CC hesitate, but the same is also happening in European countries. For instance, Elena and Johnson 

(2015) mention that despite the publication of the Government Cloud Strategy to promote the adoption of cloud services 

with the intention of improving the cost-efficiency, flexibility and interoperability of IT services, there is one percent cloud 

adoption in the public sector of the United Kingdom. 

The study's research question was "What are the perspectives impacting the public sector to entrust records in the 

cloud computing technology?" Emanating from literature results, Elena and Johnson (2015) maintain that there are 

inadequate efforts to establish what factors influence acceptance or rejection of CC services due to security risk. The 

objective of this study is to investigate the willingness of the public sector to entrust records to CC technology and to provide 

potential strategies that would hopefully encourage migration to the cloud. 

 

2 Problem statement 

The resultant problem leading to this study was to identify the perspectives influencing the public sector to store records on 

government premises in South Africa. Government records are accessible to those who can visit the on-premises record 

storage. This is because government records are securely stored on government premises. As already indicated, Shibambu 

and Ngoepe (2020) attest that researchers or any person in need of archived records must visit the NARSSA, which is the 

custodian of government records. According to Shibambu (2020), this storage model comes at a high cost, especially for 

people who do not live in the vicinity of the archival holdings. However, this is disadvantageous because it is not guaranteed 

that visiting the premises will yield the required records. This is compounded by the fact that the premises might not be 

accessible due to an unplanned or planned event such as coronavirus decontamination, revamping, industrial action, and 

many more hindrances. However, migrating records to the cloud guarantees access to records at any time. Shuijing (2014) 

postulates that, contrary to the traditional way of record keeping, CC provides data preservation, a high level of expertise 

on the part of CSP, scalability, affordability, and availability. The author adds that while users are guaranteed access to 

their data anywhere at any time, CSPs get control over content, set access terms, and monitor usage statistics. Storing 

records in the cloud would allow easy access to those who are unable to travel to the premises. 

 

3 Purpose and objectives of the study 

The purpose of this study was to investigate the public sector's willingness to entrust their records to CC technology and to 

propose potential strategies to encourage cloud migration. The specific objectives were to: 

 

• determine where the South African public sector stores digital records; 

• determine whether the South African public sector trusts cloud storage for records; and 
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• explore the required terms and conditions for the public sector of South Africa on usage of cloud storage.  

4 Literature review 

4.1 Storage of digital records 

The government is considered the biggest economy in most countries, which should help to set standards and be a potential 

model provider of user-centric services based on CC technology. Elena and Johnson (2015) posit that adopting CC in the 

government offers potential benefits such as savings obtained from operating and maintaining hardware and software 

infrastructures. Mosweu, Luthuli and Mosweu (2019) highlight that CC clients need to appreciate the potential security 

benefits and threats connected to it and establish realistic expectations with their CSPs. According to Li et al. (2019), CC is 

aimed at dealing with the existing and looming data-intensive workload. The government of South Africa has a large amount 

of data that are securely stored on government premises in the form of paper, microfilm, and audio, which is provided in the 

NARSA Act of 1996. However, the records are not cloud-based, but physically stored in the archival holdings of the 

government. Usman et al. (2019) postulate that various governments adopt CC due to its increased trend towards efficient 

dissemination of government services.  

It has become inevitable for organisations around the world to adopt the latest technologies such as CC in order to 

reduce costs, improve efficiency, and deal with the contentious domain (Raut et al. 2017). For example, organisations and 

some governments have started to reserve virtual space for storage, to which cloud consumers can subscribe. Ning et al. 

(2015) argue that the purpose of constructing government CC is not necessarily for the government itself, but also to serve 

the public and public enterprises and to promote the development of the economy and the progress of society. Governments 

around the world are implementing CC in their quotidian functions to fulfil the purpose of cost curtailment and better 

utilisation of resources (Usman et al. 2019; Sabi et al. 2015). This motivates the pursuit of greater coherence in the provision 

of services to the public, public servants, and business partners (Rezza Bazzi, Hassanzadeh & Moeini 2017). However, 

Abu-Shanab and Estatiya (2017) contend that governments have adopted the latest computing technologies in many 

countries, but still not enough to consummate the necessities of governments’ demands and communal services 

considering data escalation influences, low efficacy, and obstructions in the alliance. Cloud storage, which is an offering of 

cloud computing services, provides a wide range of benefits such as efficiency, facilitating the completion of operations and 

providing high-quality services. Stergiou et al. (2018) point out that cloud computing provides online storage as a framework 

for the technology. 

 

4.2 Cloud services and deployment models 

There is an opinion that the functionality of CC bridges the distance between the government and citizens. Many EU 

countries have developed a cloud national strategy in line with the recommendations of the European Commission’s Cloud 

Strategy. However, Elena and Johnson (2015) contend that only a few have developed a governmental cloud infrastructure 

to support their administration. Van Jaarsveldt and Wessels (2015) affirm that governments worldwide are working hard to 

provide advanced IT-enabled public services to their citizens. In South Africa, the National e-Strategy as contained in the 

Electronic Communications and Transactions Act (ECTA), No. 25 of 2002, provides that e-government dates back to 1995 

when the White Paper on the Transformation of the Public Service was released, but the pace has been very slow. This 

can be seen in the islands of e-government initiatives in countries where some have been highly successful and are worth 

replicating. Some of the positive e-government services reflect on the application for smart identity documents. 

Organisations can afford cloud computing services that they can subscribe to in line with their requirements. Abu-Shannab 

and Estatiya (2017) add that its billing model of pay-as-you-go charge for utilised services simplifies what the government 

can migrate to enable virtual access. Al-Mudawi et al. (2019) opine that cloud services contribute to the flexibility of 

organisational computing, fast deployment, and alignment with IT services, to mention only a few. Shibambu and Ngoepe 

(2020) hold the view that the public sector does not want to migrate its records to the cloud due to fears relating to data 

security, privacy, and reliability. Furthermore, the latency, vendor lock, legal issues concerning jurisdiction for data storage 

and access, contracts, infrastructure providers, conditions of termination, and types of outsourcing are some of the other 

concerns of CC's espousal. Shibu and Naik (2017) opine that CC and storage solutions provide individuals and 

organisations with a plethora of capabilities to store and process their data in privately owned or third-party data centres 

that may be located far from the users. On the other hand, these authors argue that concerns relating to the security of the 

cloud and privacy hinder various organisations and governments from adopting CC. Given the potential risks associated 

with CC, Elena and Johnson (2015) indicate that European countries have developed government cloud strategies with the 

intention of promoting the adoption of cloud services to improve the cost efficiency, flexibility and interoperability of IT 

services. 

Cloud computing comes in the following three types of service models: software as a service (SaaS), platform as a 

service (PaaS), and infrastructure as a service (IaaS) (Reza Bazi, Hassanzadeh & Moeini 2017; Mohammed et al. 2016). 
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IaaS is the online delivery of virtual infrastructure, which includes servers, storage, and network access (Government of 

South Australia 2015). This service allows tenants to rent IT rather than procure IT infrastructure on an as-needed basis. 

The Government of South Australia (2015) also mentions that PaaS is an online delivery of custom application deployment 

environments in which applications can be built on service provider environments. With this service, customers are 

enhanced to develop their own software on the platform provided by the service provider. SaaS allows the client to access 

software that is hosted in the environment of a service provider (Low 2012). Asaeed and Saleh (2015) and the Government 

of South Australia (2015) suggest that organisations can choose one of the deployment models to deploy their private cloud, 

community cloud, public cloud or hybrid cloud. Sarkar and Kumar (2016) define a private cloud as one that is dedicated to 

organisations where computing infrastructure cannot be shared. Considering that the organisation or third party on or off 

site can manage documents in the cloud, this option is more appealing to organisations that require more control over their 

data and additional IT infrastructure investment (Sprott 2016). A public cloud is a deployment model that is accessible to 

anyone and is deemed to be less secure due to its openness (Bhandari, Gupta & Das 2016; Mosweu, Luthuli & Mosweu 

2019). Users are expected to register and create user credentials when they use it for the first time. Sarkar & Kumar (2016) 

state that this infrastructure is hosted at the CSP’s premises and there is no way a customer can view the infrastructure. 

Despite the customer using this deployment model with a low degree of control, Sprott (2016) argues that it still offers 

enhanced data efficiency and cost-effectiveness. 

A hybrid cloud model is an amalgamation of public and private cloud models where some resources are hosted and 

controlled externally by a third party, while some resources are used only by the organisation (Asaeed & Saleh 2015). 

According to Bhandari et al. (2016), a hybrid model separates non-critical activities that are performed in the public cloud 

from critical activities that are performed in the private cloud. Sarkar and Kumar (2016) view a hybrid cloud as a private 

cloud that can be extended to use resources in public clouds where organisations submit less-valued applications to the 

public cloud and high-valued applications to the private cloud. These researchers are of the view that this deployment model 

helps organisations and businesses to take advantage of data hosting and secure applications on a private cloud while still 

enjoying the cost benefits of keeping applications and shared data in a public cloud. According to Garcia-Galan et al. (2016), 

it is difficult to select an appropriate configuration for infrastructure, best service, and provider. This can be overcome by 

fostering a close working relationship between CIOs and records practitioners in order to identify the best cloud storage 

facility. Some examples of cloud-based storage are Dropbox, Box, Google Drive, and many more, which governments and 

organisations can use for file sharing (Colicchio, Giovanoli & Gatziu 2015). Given the exorbitant costs of building the 

infrastructure from the beginning, the cloud models and services are provided by companies such as Microsoft, Google, 

HP, Amazon, and many other cloud service providers (Colicchio et al. 2015). According to Bezerra and De Mederiros 

(2013), when governments and organisations lack the capabilities to provide services (IT outsourcing) for strategic reasons, 

external organisations must step in to fill the void. This IT outsourcing practice is applicable to the storing of records in the 

cloud. When data are outsourced to cloud storage, the client confers a certain degree of trust on the CSP to take proper 

security measures in order to protect it from external and internal attacks. This reduces the employees’ workload because 

they have an opportunity to focus their energy on the strategic roles. 

Regarding the government perspective, it is worth noting that there are three main target groups that are identified in 

government concepts, such as government, citizens, and businesses or interest groups. Through CC, e-government 

operations can be built as cost-effective technology solutions and geographically distributed to heterogeneous resources 

to improve user service quality. E-government is viewed as an administration system in which governments offer full use of 

modern technology (Liang et al. 2017). Shibu and Naik (2017) state that e-government is the application of ICT to provide 

four models of e-governance, namely: government-to-customer (G2C), government-to-business (G2B), government-to-

government (G2G), and government-to-employees (G2E), as well as back-office processes and interactions within the 

entire government framework. Ngoepe (2014) argues that although public servants informally and unconsciously put some 

records in the cloud, government departments in South Africa are sceptical about entrusting their data to the CSP due to 

reasons such as the lack of trust in the cloud storage, jurisdiction, legal implications, data privacy and security risk related 

to the Minimum Information Security Standards (MISS). 

 

4.3 Risks and vulnerabilities associated with cloud computing 

Risk is defined as a threat that the use of CC can pose to tasks or situations that might test the abilities of CC by presenting 

difficulties in allowing for success to be achieved, such as what needs to be overcome to allow CC to prove or justify itself 

(Bassett & Schellnack-Kelly 2017). According to Elena and Johnson (2015), recent studies have categorised cloud risks 

into the following four groups: policy and organisational risks (data lock-in, loss of governance), technical risks (cyber-

attacks, loss of data), legal risks (data protection and legal jurisdictions) and other risks (network problems, internet 

connection). Bassett (2015) argues that the risks associated with CC can be greater. To stay relevant to the study, only 

compliance, as well as legality and audibility, are briefly discussed. Compliance is the awareness of and adherence to 
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obligations (corporate social responsibility, applicable laws, and ethical guidelines), including the assessment and 

prioritisation of corrective actions deemed necessary and appropriate. Bassett and Schellnack-Kelly (2018) caution that an 

organisation that considers utilising an overseas cloud service provider should be aware of the regulatory requirements and 

legislation pertaining to that specific geographic area. These authors opine that compliance is a significant challenge for 

CC, both pre-existing compliance and information security standards, which may not be applicable, as they were not 

originally designed with CC in mind. According to Bassett (2015), legality and audibility relate to an organisation’s 

compliance with operating in accordance with the law and, if inspected, being held accountable. Organisations are expected 

to comply legally with acts and regulations in their native countries. However, Bassett (2015) argues that with CC, data can 

reside beyond the borders in diverse geographic locations and jurisdictions, which evokes legal implications requiring 

considerations such as whether data hosted in foreign countries are subject to the legislation of those countries.  CC 

advantages can be compromised by the hosting laws of other countries and service level agreements of the CSP. 

Mohammed and Ali (2016) observe that CC presents a change in managing IT services from owning and managing IT 

systems to accessing the IT systems as a service when required. Despite the advantages from a business perspective, CC 

also presents challenges, particularly regarding the distrust of migrating data to an environment over which cloud consumers 

do not have control. Just like any other organisation, the government departments of South Africa possess various types of 

data that contain a wide range of sensitivity, which can be catastrophic should they land in the wrong hands. Mohammed 

and Ali (2016) point out that concerns like security, stability, lack of in-house skills, resources required for migrating 

applications to the cloud environment, lack of trust in the technology pertaining to data integrity and security, lack of policies 

and set standards for the adoption of cloud computing in government and diminishing of in-house workforce and data 

ownership add to the hindrances of cloud espousal. Shuijing (2015) states that risks to data security are compounded by 

the open nature of CC, and such challenges have prompted scholars to identify and find solutions. According to De Lange, 

Von Solms and Gerber (2016), the purpose of information security predominantly aims to preserve the confidentiality, 

integrity, and availability of information. However, many organisations are worried about their users’ data being stolen and 

used for other purposes, which can be associated with breaching of confidentiality. Data security is potentially catastrophic 

for various types of CC services. 

Dahiru, Bass and Allison (2014) assert that security is about the vulnerability of data in the cloud and the fear of attacks 

by third parties, while privacy is about breach of trust by the CSP of official or personal information. Vulnerabilities are 

deemed security-related errors that cause weakening or removal of resistance to the environment. Organisational culture, 

organisational awareness of regulatory compliance, data location, security and privacy are major obstacles towards 

adopting cloud computing (De Lange et al. 2016). As a result, public confidence in CC is negatively affected. Mohlameane 

and Ruxwana (2022) indicate that public confidence in relation to cloud computing services fosters doubt and uncertainty 

pertaining to the safety and privacy of data and the loss of control of data in the cloud environment. In the South African 

records context, the culture of records management is derived from the NARSA Act of 1996 and is overseen by the 

NARSSA, which is the state records regulator (Shibambu 2019; Mohlameane & Ruxwana 2022). According to Mohlameane 

and Ruxwana (2022), other existing legislative frameworks and policies in line with the emergence of cloud computing are 

the Protection of Personal Information Act (No. 4 of 2013) (POPIA), the Electronic Communication and Transaction Act (No. 

25 of 2002) (ECTA), and the South African Competition Act (No.89 of 1998). The POPI Act strives to ensure the privacy, 

safety, and confidentiality of data subject personal information, that data is processed in a lawful manner, and that there is 

accountability. It holds the responsible party and the operator accountable for the unlawful processing of personal 

information.  

The ECT Act provides for universal access to electronic communications and transactions and the use of electronic 

transactions by SMMEs; to provide for human resource development in electronic transactions; to prevent abuse of 

information systems; and to encourage the use of e-government services. The South African Competition Act provides for 

the establishment of a Competition Commission responsible for the investigation, control and evaluation of restrictive 

practices, abuses of dominant positions and mergers. The Western Cape Government (2013) adds that the purpose of this 

Act is to promote and sustain competition in South Africa by ensuring the existence of inclusive participation and the spread 

of ownership, specifically to previously disadvantaged individuals. If the CSP sells cloud services at a discounted price in 

order to discourage competitiveness and push competition out of the market, the Act necessitates the intervention by the 

commission (Mohlameane & Ruxwana 2022). Gonzalez et al. (2017) indicate that the security status of cloud services relies 

on factors such as security applications running on the system, the hypervisor and associated protection measures, the 

design patterns used to isolate the control plane from cloud tenants, and protection given by the CSP. The authors also 

listed the following attacks experienced on cloud computing: 

• Outside or inside attack: this exports weakness in cloud access control mechanisms that are on firewalls of the 

CSP. 

• The theft of valid credentials of a cloud user at some location outside the cloud. 
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• Attacker using valid credentials and prior legitimate access to the cloud. 

 

5 Research methodology 

This study took an inductive approach, employing qualitative research methods. As this was a qualitative study, a case 

study design was used to collect data through semi-structured interviews from ten units of analysis comprised of chief 

information officers and records practitioners who were purposively selected from national government departments. A case 

study is an empirical investigation into a current phenomenon set within its real-world context, particularly when the 

boundaries between phenomenon and context are unclear (Yin 2017). Document analysis was used to supplement data 

gathered through interviews (policies and procedures on records management). Document analysis is a systematic 

procedure for reviewing or evaluating printed and electronic (computer-based and internet-transmitted) documents (Bowen 

2009). The researcher was able to identify participants based on their quotidian responsibilities in ICT infrastructure and 

records management thanks to purposive selection.  

Records managers, for example, are knowledgeable about records management operations, whereas chief information 

officers are the departments' technology drivers. The departments included the Departments of Sports, Arts, and Culture, 

National Archive and Records Services of South Africa, State Information Technology Authority, Department of Basic 

Education, and Home Affairs. According to Komba and Ngulube (2012), a qualitative study does not necessarily use a 

larger population, but it still generates significant data for use in the study. Each interview lasted 45 minutes and was aimed 

at determining the strategies that could be used to develop cloud migration strategies. The units of analysis were 

anonymised by naming them Participant A through J, as shown in Table 1, and were accessed with permission from their 

Research and Development Department. Data were analysed using thematic analysis which is the process of discovering 

patterns or themes in qualitative data (Clarke & Braun 2013). The University of South Africa's Department of Information 

Science Ethics Review Committee approved this study as ethical (Reference number: 2018-DIS-0006). 

 

6 Discussion of research findings 

This section presents discussions and interpretations of the current study in accordance with the study's objective relating 

to the themes identified during the data analysis process. 

 

                        Table 1 Participants coding and roles 

Participants code Role 

Participant A Records Practitioner 

Participant B Records Practitioner 

Participant C Chief Information Officer 

Participant D Chief Information Officer 

Participant E Records Practitioner 

Participant F Chief Information Officer 

Participant G Records Practitioner 

Participant H Records Practitioner 

Participant I Records Practitioner 

Participant J Chief Information Officer 
 

 

6.1 Storage of digital records 

The first objective explored the storage of digital records in South Africa's public sector. This study discovered that the 

government stores digital records on computer devices that are securely kept on the premises under the supervision of 

NARSSA. Participant B listed external hard drives, flash drives, servers, compact discs, and many other items that are kept 

in a secure room as the heart of digital storage. The government appears to be content with on-premises storage because 

it has complete control over the records. Participant B expressed concern about rapid technological changes that could 

render records or devices obsolete. This participant elaborated that they used the dictabelt, which were converted into 

external hard drives when there were no devices to retrieve the data stored on them. 

During the interview, while acknowledging that the records are kept on site, Participant A stated that the government 

is planning to migrate to the cloud. "There is a specific architecture, and we are moving to the cloud," says Participant A. 

Participant A added: “I can respond to that, government cloud. The old niche was housed by SITA in Centurion, and the 
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new one, INSENSE OF ATOM, will be housed at SITA Centurion as well, but on the government cloud." At the same time, 

due to security concerns, this participant was hesitant to have records migrated to privately owned cloud. "We cannot afford 

for our records to be kept by institutions in India because it is government information. We cannot let the private sector 

control our data, which is why we are not moving to the government cloud. We want the government cloud to be in SITA 

and under SITA control," said Participant A. Participants agreed that the government cloud is solely the responsibility of 

SITA, which has been mandated by the state to manage the state's IT services. Participant I, for example, pointed out that 

digital records are stored on SITA's servers. This participant agreed that SITA, along with DAC-IT, is responsible for storing 

records for the time being. This was confirmed by Participant J, who stated that the national archives are kept at SITA, 

whereas other records are kept on-premises servers. 

Even though the records are stored locally on the digital devices, it was confirmed that SITA already had cloud storage, 

which is referred to as a government cloud. Furthermore, other government agencies are purchasing cloud storage from 

the government cloud. According to Participant C, on-premises storage will be phased out in favour of cloud storage. "We 

are migrating to the cloud.  We are implementing SharePoint, which will be hosted on a cloud server. Now, they are on 

physical servers, but in a few months, they will only be in the cloud. We plan to return everything to the cloud within five 

months. We will be migrating everything there shortly after that. We will manage the cloud internally, as well as the space 

purchased by each government department. For the time being, we have five departments, including DAF, the Limpopo 

Premier's Office, DST, SITA, and DAC. The records will be moved to the cloud, but it will be a project. It is a process that 

we must implement in order to move to the cloud." 

Participant D admitted that the government stored records manually. The participant went on to explain that the records 

on the servers were not structured in accordance with the file plan. "We have not yet reached that level. We only do manual 

storage in accordance with the file plan." Participant F confirmed, in support of Participant D, that the digitally stored records 

did not adhere to proper information governance and that there is no relationship between records management and IT 

sections. "There is no proper information governance in this department to say who accesses which information, how do 

we categorise information," Participant D demonstrated, adding that "we just throw anything at it; digital photos are on the 

networked drive. There is no organised method of storing data, records, or digital records. The structural and cultural 

arrangements contribute to the silo mentality, such that records management is doing their own thing and records 

management is duplicated, for example, records management in registry, records management in HR, and other locations 

within the department." There was duplication, according to this participant, because there was no proper structure that 

spoke to all the records in the department. Others were assigned to work with records in this case, and they only uploaded 

what they had. Before digital storage can be formalised, according to Participant E, training on the use of digital storage 

and digital records is required. 

Participant G revealed that a private company was tasked with digitally storing government records outside of 

government premises. Given the nature of silo operations in the public sector, this private company collaborated with a 

records management section where the role of the government records practitioners was to scan the records and upload 

them to the private sector's system. This participant was concerned about the company in charge of the state's digital 

records. Furthermore, the participant painted the following picture: "I do not know what will happen to the records when it 

collapses or liquidates.  Keep in mind that all HRM sections use the same system. They scan the original copy before 

bringing it to the records section. The service provider handles most of the functions, and I am not sure if the department 

will ever need to transfer skills. The chief director proposed it, but the private sector expects money for every task completed. 

We want that information. Currently, the service provider provides IT support. We put in a call, and they come out to fix it. 

Contracts for IT support and digital records management have been awarded to the department." This discovery confirms 

the department's functional silo operations, which had extended to IT functions even though the department had an IT 

section that provided IT support services. 

The researcher discovered boxes of files all over the floor during her visit to the site for the scheduled interview. "We 

are running out of space to keep hard copies, which is why you see boxes lying around. We will send them to offsite 

storage...even if it is a private company, we can account for them," Participant G explained. 

 

6.2 Entrusting records in the cloud 

The second objective was intended to find out if the public sector entrusts records to the cloud. It emerged that the 

government does not trust cloud storage. According to Participant A, "the whole database is going to the cloud. The 

government cloud... SITA Centurion, … We do not want outside companies to manage our data." This was a glaring 

response that they did not trust the privately owned cloud storage. This study revealed that the migration to the cloud was 

necessary, but only to the government-owned cloud. According to the participants, a privately owned cloud carries security 

risks, and that makes the government more sceptical of cloud storage. Participant B postulated, "We are very conscious of 

who owns the cloud. What if the owner of the cloud is an enemy of the superpowers who can bomb the country and the 
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cloud during the war? The private companies owning the cloud can go bankrupt. We have less trust in the third party. When 

Cabinet memos land in the wrong hands, there’s trouble." Participant D demonstrated that, "personally, yes, if the security 

aspect is strengthened. It is not a question of trust; it is a question of how we are regulated to interact with SITA. The SITA 

ACT stipulates that it is compulsory for all government departments to do business with SITA." According to Participant E, 

records can be entrusted to the cloud, but it must be a government cloud. The participant mentioned that only if it failed, 

would the private cloud receive recognition. Although the determination of the NARSA Act has been highlighted as an 

ethical compass that guides the consideration of the cloud, this study established that government departments subscribe 

to privately owned clouds to host services such as online exchange for email services. According to Participant F, "Now we 

have a contract with IS, who subcontracted Mimecast, where emails from this department are stored on the Mimecast cloud. 

That means we entrust our records to the cloud." Some participants were oblivious to online storage services. "I can’t say 

yes or no, because I don’t know how they reached their agreement. I only comply. I was given a system to use, and they 

trusted them. I do not trust people to handle my personal information. The department trusts the service provider, and I 

comply. (Yes, I am not sure of the model, but I understand the government cannot work with a service provider that is not 

legal or appointed by the HoD (text)", Participant G mentioned. 

Despite not being aware of what is happening in the government regarding cloud storage, some senior records 

practitioners are completely uninterested in the storage of records. Participant H had no idea whether or not to trust records 

in the cloud. According to this participant, "The records management section is just within the directorate, but I’m less 

interested in it." Another seasoned participating records practitioner (Participant I) believed that cloud storage was beginning 

to lose the ante. According to this participant, "I’ve been to a few conferences in Europe for a few years dealing with archival 

matters. Many institutions around the world are moving away from the cloud for various reasons: (1) costs (they believe it 

is less expensive to build an in-house capability), (2) some archival repositories (your records can be held hostage when 

you use a private cloud, for example, you agree to pay R1 p/m, but the organisation changes to R2 p/m, which you did not 

agree to), and if you refuse to pay, they keep information, (3) Bankruptcy: a private company may go bankrupt and disappear 

with your information, and (4) foreign governments may gain access to your information. Some governments’ legislation 

forces other governments to make the information available. Then it is not safe and secure. But if it is a government cloud 

held by SITA, our records will not be held hostage. Therefore, I do not trust private clouds." On the other hand, there is a 

need to entrust records to the cloud, but there are obstructions. "Yes.  

The hindrances to cloud computing were sovereignty and cross-border jurisdiction. If the cloud is in Russia, for 

example, we do not even know where the physical storage is. To circumvent that, government records must be in the 

government-owned cloud. I won’t have any problems if it is owned by the government. When I go to the privately owned 

cloud and that company goes under, I stand a chance of losing data that is in their possession. If the company survives and 

there is a legal dispute, the USA's laws will apply, not South Africa's. The courts of the USA will have jurisdiction over the 

matter, not South African law. But if it is within our borders, we will not have such issues. If we have disputes, the company 

will give back the records, of course at a high cost. Accepting the records back might be an issue because I do not have 

the equivalent storage capacity. However, what assurance do we have to prove that they don’t have a copy? And I would 

prefer the hybrid cloud. Creating our own cloud is costly," Participant J explained. 

 

6.3 Terms and conditions for cloud storage 

This objective intended to establish the terms and conditions that the public sector of South Africa might require when 

migrating to the cloud. The researcher also probed what terms and conditions should be used when migrating records to 

the cloud. Because cloud computing is new in the public sector of South Africa, the participants told the researcher that 

migration to the cloud should comply with terms and conditions for storage of records determined by the government. For 

instance, Participant B suggested that the government be in control of the cloud, perform the DRP, provide full access to 

records managers, and that the cloud must be within the borders of South Africa. The government legislated the NARSA 

Act of 1996, which provides how records and archives should be managed. Participant D indicated that all the regulations 

and standards in terms of reference must be drawn from the existing archiving Act. However, the findings of this study 

revealed that some government departments have entered contractual obligations for archival holdings with the private 

sector.  

In this regard, Participant G indicated some oblivion in terms and conditions of the storage the government has with 

the private sector. Participant G further indicted that, "I do not know what is happening to the records after scanning. I do 

not even know how many people the service provider has access to. Internally, every record practitioner has access to the 

digital records." Participant I emphasised the importance of records practitioners having full access to the records. 

Participant I went further to explain, "My organisation will always have access to all the information that it stores. No 

information may be given to the third party. Information should always be available. There should be sufficient security to 

ensure that information is not hacked, changed, deleted... People working with information should have security clearance." 
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It is widely believed that state records remain the property of the government. This is based on Participant J’s view that 

"intellectual property of the government remains property of the government. Any record we take there remains the record 

of the government. Assurance on issues of security and cyber security measures to protect whatever we put in the cloud.” 

 

7 Conclusion and recommendations 

The problem of perpetual manual record storage on the premises of South Africa's public sector prompted this study. The 

purpose of this study was to investigate the migration of South African government records from on-premises to CC storage. 

The public sector generates a wealth of data that is useful to both civil servants and citizens. It was determined that digital 

records are stored on computer devices that may become obsolete and impossible to retrieve or access as a result of 

technological changes. This is the situation that the government faced during the dictabelt era, when the technology became 

obsolete, forcing the government to find other ways to retrieve data. Information is the lifeblood of any organisation, and it 

leaves a trail that cannot be erased. Another reason for on-premises storage was that the government was hesitant to 

subscribe to the privately owned cloud due to security concerns such as physical host attack, bankruptcy, cross-border 

jurisdiction, sovereignty, access to information, and data loss. Even though the cloud has become a popular model for 

records storage with the benefit of easy access regardless of geographical zone or time, the government does not entrust 

records to the cloud. Terms and conditions must be developed if the government entrusts records to the cloud. In this 

regard, this study makes the following recommendations: 

• The government must take bold steps to review current physical storage and develop a government cloud (G Cloud) 

within South African borders, inviting government departments to subscribe to the storage. 

• Given that cloud storage is still relatively new in the public sector, all records practitioners must be trained. In view 

of the large number of government records, the development of a records migration strategy committee to the cloud 

to improve ubiquitous accessibility of records should guide record prioritisation. In the absence of cloud service 

provisioning capabilities, the private sector must be enlisted to fill the IT sourcing gap. Because cloud storage is 

already available in the private sector, the government should consider public-private partnerships to reduce the 

start-up costs of developing a cloud. However, if this option is chosen, policies and role definitions must be clearly 

defined. 

• To develop a record migration strategy to the cloud, the government must form a committee led by the Department 

of Sport, Arts and Culture. This committee must determine the level of clearance conditions that must be applied to 

digital records. 

• To ensure that records are in good hands, all records practitioners must have security clearance. 

• The government must reduce silos and establish an integrated records management section, even if this 

necessitates the creation of several subsections. 

• The government must promote cloud storage awareness through the Arts and Culture Department. 

• The government must upskill the current workforce so that they can easily adjust to the new working environment. 

• To mitigate the risks associated with the cyber environment, a cyber-security team must be formed. 
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