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Abstract—Despite the explosion of mobile subscribers in Sub-
Saharan Africa, there is still a challenge of delivering the
appropriate content to the users taking into account of various
Internet connectivity constraints and emerging security require-
ments. Although technologies for information sharing are steadily
growing, the communication infrastructure that provides the
backbone of third or fourth generation connectivity requires
a lot of capital and is often limited by geographical coverage.
Motivated by these challenges and constraints, this paper presents
a design of the Secure Context-aware Content Sharing Kiosk, an
enhancement to the previous Content Sharing Kiosk approaches
with support for secure online and offline content distribution and
sharing. A hybrid of a role and lease-based security and privacy
model was embedded in the design to control distribution of
information across different recipients. The lease-based security
and privacy model combines the strengths of the role-based
security and privacy models by allowing mobile content users
to have control over the content sharing through pre-defined
conditions of content leasing. Such conditions include time and
location thereby enabling users able to lease out information
to other users on the network. Upon expiry or violation, the
leased information expires. In order to renew access to such
information, users are able to request for the renewal of the
lease from the content owner. The designed Kiosk was validated
using a case study for content sharing in a hospital setting. The
research results of this paper, contributes new knowledge in the
line of design and development, and can be re-used in other
settings with minimal customization, including remote regions
with intermittent Internet coverage.

Index Terms—Mobile kiosk, content sharing, context-aware,
low-resourced environments, open sharing toolkit, lease-based,
privacy, security, integrity.

I. INTRODUCTION

THere are about half billion mobile subscribers in Sub-
Saharan Africa of which about 239 million people are

regular mobile Internet users [1], [2]. A mobile phone is a
primary means to connect to the Internet for the majority
of Internet users in Sub-Saharan Africa. The proliferation of
mobile phones coupled with the growing Internet connectivity
has accelerated access to essential services in areas such as
healthcare, education, entertainment and financial services [1],
[3]. The number of unique mobile subscribers in Sub-Saharan
Africa is expected to grow to over 600 million by 2025, equiv-
alent to about half of the population [2]. The steady growth
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of mobile subscribers and Internet users can be attributed
to a range of factors including reduction of Internet costs,
availability of cheap smartphones, infrastructure, and enabling
policies.

The growth of mobile technology uptake has a huge impact
on the economy generating over 8.6% of the total Gross
Domestic Product (GDP) in Sub-Saharan Africa and adding
over 3.5 million jobs to the economy. This is projected to grow
to 9.1% (or $185 billion) of GDP by 2023 [2]. The increase
of mobile phone subscribers has resulted in increased demand
for digital services and more so for locally developed content
and services. For instance it is reported that there were over
390 million users registered for mobile money services [1].

With such benefits in place, mobile devices have become
a very important aspect of society. This is evident with
the current information spaces created as a result of mobile
devices, social media impact on society in terms information
sharing about health, education, businesses, entertainment,
jobs, politics, and religion, among others. Social media spaces
such as Facebook, has over 16 million subscribers in the East
African region [3]. The increased demand for digital content
and services calls for research into innovative approaches to
meet the ever changing user needs and optimized for the
unique technology constraints.

Although such personal technologies are steadily growing,
the communication infrastructure that provides the backbone
of 3G/4G connectivity requires a lot of capital and is often
limited by geographical coverage. The majority of the popu-
lation remain unconnected, with 40% of the low and middle
income population projected to remain offline by 2025 [1].
This leaves a lot of phone users with connectivity problems,
as countrywide coverage in developing countries is not yet
attained. This creates a need for the provision of communica-
tion facilities to people in sparsely populated areas, but such
infrastructure provision, Internet availability is less profitable.
We argue that the approaches for content delivery need to
be diversified to include support for content and information
sharing in a peer-to-peer fashion, with or without Internet
connectivity. However, sharing content in such a manner raises
new content distribution requirements and security challenges
that are further described below.

A. Motivation and Case Study

Consider a case study, where a patient visits a hospital set-
ting. Upon arrival, they get access to the hospital network, and
access the queuing application, on their smartphone mobile
devices. Based on the queuing details entered, nurses are able
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to take the required assessment and their details are queued for
the doctor. At this point, the doctor conducts an assessment
and sends the patient to the laboratory to conduct the necessary
tests. When tests are completed, the patient is sent back to the
doctor where he/she is able to receive the prescription, then
they queue for drugs, and eventually exit the hospital premises.

In such a scenario, the context-aware Kiosk sharing appli-
cation would be of benefit. Furthermore, information related
to the required tests done, and the results are shared with the
patient, depending on their condition. Patients are sent to the
lab to conduct tests, based on the doctor’s assessment. All
this information is relayed to the patient’s mobile device, but
access is only allowed while the patient is still in the hospital.

B. Requirements of a Secure Context-aware Content Sharing
Kiosk

The above scenario motivated the design of a Secure
Context-aware Content Sharing Kiosk design and development
key requirements which are:

1) Spontaneous Kiosk Discovery: The context-aware Kiosk
application should be able to publish its content and discover
content available at other devices within the same environment
with or without Internet access. For instance, when a user
launches an application that is built using context aware ap-
plication, they should be able to see nearby devices and share
content when needed. The context aware application should
allow users to create and share content using their device.
For instance, in the above scenario, patients and healthcare
workers in the same space should be able to discover each
others devices and freely share information in a peer-to-peer
fashion, should they choose to do.

2) User Specified Content Sharing Conditions: A content
sharing condition-bound “contract” should be established by
both parties involved in exchanging information. Upon expiry,
the content owner should retain ownership of the content.
For example, in the case of a doctor and patient, the patient
can grant a lease to the doctor to permit access key patient
data while the patient is within the hospital premises and
would automatically revoke the lease/access upon the exit.
Contextual conditions for data sharing can be pre-defined by
the developers or users. For instance devices on the same
Wi−Fi network can have one binding condition, those within
a specific geographical location and distance would constitute
another.This makes it possible to share information either
in read-only or read-write mode. Upon violation of such
conditions, content access is revoked by the application.

Furthermore, it should be possible for users to renew the
lease of the shared content. When a lease expires, the content
owner or any other user with the appropriate content rights
should be able to issue a renewal. In the above example, the
patient could initially issue a time-based lease access to the
doctor (e.g., 10 minutes) while at the hospital premises. If the
patient wishes to extend the access to the doctor beyond 10
minutes, the Kiosk should provide such support.

3) Transitive and Propagated Security and Privacy Mecha-
nisms: It should be possible for the content owner to determine
whether the information will be read-write or read-only. With

that in mind, content users are restricted on how they use the
information. In the above example, suppose a patient shares
key personal information with a healthcare worker (both using
their mobile devices), it should be possible for the patient
(content owner) to specify whether the healthcare worker
can, for instance, share the patient’s content with a fellow
healthcare worker. The content owner should also have means
to specify whether the recipient of the content can edit the
information.

II. OVERVIEW OF THE CONTEXT-AWARE CONTENT
SHARING KIOSK

This section presents a secure context-aware content sharing
Kiosk that is designed to address the requirements in Sec-
tion I-B. The Kiosk facilitates secure exchange of information
through the integration of role and lease based privacy and
security model. This is implemented to facilitate information
sharing through the use of roles and activities to assign
privileges to different content users. Through the assignment
of a timeline, a particular user is able to access content shared
for a specified time. Upon either expiry or violation, the
user has options of renewing the lease. There are conditions
underlying renewal of the lease. Such conditions include
having the content owner or issuer of the lease being on
Wi−Fi(established network). In scenarios where the content
owner is not on Wi−Fi, or a Virtual Private Network (VPN)
established from the smartphone devices to the application
kiosk network, there should be another user with privileges to
issue a content lease to another person or contact the content
administrator, to share the information accordingly. Short of
those two options, a user will lose access to the content.

The remainder of this section, explains the core components
and functionalities of the Kiosk, and how the different com-
ponents interact with each other. Fig. 1 shows the architecture
and key properties of the context-aware content sharing Kiosk.

A. Online and Offline Support of the Kiosk

The application supports content distribution when the
Internet is available (online) but also supports application
users when Internet is not available (offline). This is achieved
through the use of the online Kiosk web-application database
to synchronize content onto the client devices running the
Kiosk. With this design, users are able to share content on
smartphones, using available wireless technologies such as
Bluetooth and Wi−Fi. While offline, devices running the
Kiosk have local storage that is based on SQLite, a self-
contained and highly reliable database. Users are able to
initiate connections using their local hotspots or Bluetooth
connections, devices are paired, and content is leased into their
local SQLite databases.

B. Discovery of Client Kiosks and Device Connections

Based on the mechanism of content sharing selected by
the Kiosk user, available devices are selected for content
distribution onto another device. Should Bluetooth be selected,
the Kiosk identifies available Bluetooth enabled devices using
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Fig. 1. Client server architecture.

intent filters.Once content sharing is initiated, the Kiosk appli-
cation requests pairing with the client device, once successful,
content is shared onto the other device, and is accessed through
an Hypertext Markup Language (HTML) viewer application.
The Kiosk sharing mechanism is implemented on top of the
Android Operating Systems (OS) intents and intent filters to
enable the discovery and opening of the corresponding Kiosks.

C. Content Replication Across Devices

To achieve the necessary data replication on another device,
there is a transition from client-server infrastructure to a
peer-to peer infrastructure which facilitates content sharing or
distribution for users in close proximity. The structure of the
Kiosk is modeled in such a way that, once there is a Wi−Fi
connecting the two devices, the Kiosk Internet Protocol (IP)
address will be identified and displayed on the device running
the Kiosk Fig. 1. Pairing of devices follows and users are
able to share information through replication on to the other
device local SQ-Lite database. This Information is accessed
in the Kiosk its-self. There is no need for the Kiosk user to
have other information viewers to access such information.
Information housed in the Kiosk can be exchanged securely
from one user to another.

Furthermore, permissions set by the user sharing are inher-
ited by the recipient device. A user who initiates the exchange
is able to identify the IP address of the nearby connected
device, and information is shared successfully. Mobile appli-
cation developers can easily integrate the toolkit components
facilitate content distribution.

III. HYBRID LEASE AND ROLE-BASED PRIVACY MODEL

The Context-aware Kiosk incorporates a hybrid of lease
and role-based security model. In this model, each content
element is represented as an object whose access and sharing
is restricted and controlled by means of a lease and a role. A
lease is a contract that gives its holder specified rights over
“property” for a limited period of time [12]. In the context of
this paper, content is the property. A role is a collection of
privileges that enable access to system information by an au-
thorized user [18]. The role based security and privacy model
is used to control user permissions whereas the lease based

Fig. 2. Lease based Security and Privacy Model

security and privacy model is used to control information
sharing.

A. Lease−based Security and Privacy Model

A lease is a condition that is associated with an object that
specifies the boundaries of access for the content. An example
of a lease can be time (e.g., 10 minutes). Upon expiry or
violation of the specified conditions, users no longer have
access to such information unless they renew their lease as
shown in Fig. 2.

From the Fig. 2 (i), content is sent from sender node to
receiver node. A lease is associated with the content being
shared by the two users or devices communicating. The sender
node is regarded as the issuer of the lease, whereas the receiver
node is the recipient of the lease. To further illustrate the
lease-based security and privacy model, we present different
scenarios of leasing.

1) Time-based Lease for Content Sharing: In a time-based
lease for content sharing, a lease is for a time period. The time
specifies how long the content can be available for access. On
expiry of the time the content will no longer be available unless
the issuer of the content renews the lease. In case of a scenario
in Fig. 2(i) consider two users Alice and Bob. Suppose that
Alice tries to exchange information with Bob, then, Alice will
issue a lease to Bob on the content Alice is sharing. Upon
expiry, Alice will retain ownership of the content. This is
illustrated in Fig. 2 (i). Fig. 2 (i) and is summarized in the
steps below:

i) Alice exchanges information with Bob (A⇒B)
ii) If the lease expires, Alice, retains control over the infor-

mation from Bob (A⇐B)
2) Condition-based Lease Model: In a condition-based

lease for content sharing, time can be one of the conditions
for content sharing. Another condition can be location and
are determined by the user or the developer. Suppose that
Alice tries to exchange information with Bob, then, Alice will
issue a condition based lease to Bob for the content Alice is
sharing. Upon violation of any of the conditions, Alice will
retain ownership of the content. This is illustrated in Fig. 2(ii).



Vol.111 (3) September 2020 SOUTH AFRICAN INSTITUTE OF ELECTRICAL ENGINEERS 105

4

Fig. 3. Role-based security and privacy model.

3) Subleasing: Subleasing is possible when a user who has
been issued with a lease, is given permission to share the same
lease, or determine conditions of sharing the same information
with other users. For instance, time or condition based leases
for content sharing, can be modified further to allow content
sharing with other users. The main content lease in this case
overrides the rest of the subleases given to other content users.
Upon elapse of the main lease, the rest of the sub-leases will
no longer be applicable. The issuer of the content, the sub-
lessee is able to sublease within the limits of the main lease.
Suppose that Alice grants a lease to Bob with share access
(sub-leasing), then, Bob will issue a sub-lease to John on
the content Bob has permissions to sublease. Upon expiry or
violation of the specified conditions, Bob will retain ownership
of the content. Upon expiry of the main lease, Alice will regain
control of the information that was shared. This is illustrated
in Fig. 2 (ii).

4) Lease Renewal: Lease renewal comes into play when the
time specified for the lease expires. Furthermore, it is possible
to request renewal of the lease, in case the location where
the information was tagged to be viewed is violated. In case
of such scenarios, users are able to request a lease renewal
in order to have access to the information once again. It is
possible to request lease renewals in case the issuer of the
lease is still available on Wi−Fi, or a user with the same
privileges is on the Wi−Fi. This is illustrated in Fig. 2 (iii).

B. Role−based Security and Privacy Model

We adopt the definition from role-based security Systems,
where a role is defined as a collection of privileges that enable
access to system information by an authorized user [18]. A role
is distinct from the user (or role holder) and a role encapsulates
all the required functionality for the associated authorized user
to performance the expected operations.

Inline with the role-based access control systems [22], the
first steps for the role-based security and privacy model involve
identifying the users and the roles they can perform. From
the Fig. 3(i), Alice is the administrator and has the ability
to assign user roles to other users of the system. A user is
able to access the kiosk objects by executing the assigned
role. In this implementation different user roles to select from
are defined at design time. In Fig. 3(ii), Alice grants read
write permissions to Bob. In this case Bob is able to issue
and manage such permissions to another user such as John.
As such, permissions shared with users will have read-write

Fig. 4. Login page for the kiosk.

permission, and users are allowed to share with other users.
Suppose that Alice grants permissions to Bob with share
access, then, Bob will be in position to share such privileges
with John. This is illustrated in the Fig. 3 (ii).

IV. VALIDATION

To validate the context-aware content sharing Kiosk pre-
sented in II and Sections III, the hospital case study imple-
mented in Section I-A. The Kiosk application for the hospital
setting includes the Kiosk web app and client mobile app as
discussed in the remainder of this section.

A. Kiosk Web Application

The data was gathered to establish the existing information
sharing applications and how they work in the dissemination
of information to users. This helped in designing of the Kiosk
inclusive of most of the functionalities that help in dissem-
ination of information to all intended recipients. Navigation
into the Kiosk is described as follows: Once the Kiosk Web
application is started, it opens the login page which is shown
in Fig. 4. The Kiosk administrator, is be able to login given the
correct authentication. Once the Kiosk web-application opens,
the super administrator can perform all the administrative roles
in the Kiosk as shown in Fig. 4.

Once the user logs into the Kiosk, they view a brief
description of the information in the Kiosk and the general
health of the system on the home page as shown in Fig. 5.

As a follow up on the Kiosk web−app, a user is able to
compose information and can prepare it for download by other
client applications or devices. On the web, users accessing
the media−hub are able to view content, share, preview and
modify it based on the permissions assigned to the user by the
application administrator, as shown in Fig. 6.

From the content editor Fig. 6, content authors without
programming skill are able to author content and share it with
other Kiosk users.
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Fig. 5. Kiosk home page.

Fig. 6. Media hub content editor.

B. Kiosk Mobile Client Application

Kiosk mobile application synchronizes information com-
posed on the web-version of the Kiosk and utilizes it for the
major purpose for which it was composed, file sharing. In
this version, this is where online and offline content sharing
is achieved. Online content sharing caters for the applications
such as Gmail, WhatsApp, Facebook among others. Offline
content sharing caters for Wi−Fi and Bluetooth enabled de-
vices. In line with the hybrid of lease and role-based security
and privacy model, the security model is applied to offline file
sharing.

C. Online and Offline Content Leasing

Online file sharing is possible when there is Internet
connectivity. Kiosk users are able to view content authored
in the media hub and view connected devices. Depending
on the state of Internet connectivity, and they are able to

Fig. 7. Kiosk mobile synchronization and data view.

view content which is already synchronized from the web-
application, download what is not yet synchronized and share
it on emails or over Internet. This is achieved by clicking
the Reload from Server button on the Kiosk mobile
application (Fig. 7). In line with the hybrid of lease and role-
based security, and privacy model,only users authorized to
share content online and on particular applications, authorized
as illustrated in Fig. 7.

Content on the Kiosk mobile application is organized in
three layers, namely: content categories (Fig. 8 (i)) ,subcate-
gories (Fig. 8 (ii)) and actual details (Fig. 8 (iii)). Information
is grouped according to categories. Upon clicking on the
category, the subcategories are displayed and upon clicking
on the subcategories, the user is able to view information
about a subcategory. This is possible whether there is Internet
connection or not. Ability to share content with another user,
downloading is determined by the issuer of the lease or
the user role. This illustrated in Fig. 8 (i), (ii), and (iii)
respectively.

As illustrated in Fig. 8 (iii) a Kiosk user is able to view
information that is available on the Kiosk, and can go ahead to
share it with other Kiosk users and applications that require
Internet connectivity to share information. Such applications
include social media applications such as Facebook, Twitter
and WhatsApp among others. This is illustrated in Fig. 8 (iv).

In scenarios where information is shared on email, upon
selection of the mail application, the user is prompted to
specify their email address, the content from the Kiosk is
transferred to the email editor and the user is able to send
it out to recipient(s) as shown in Fig. 8 (v). Once information
sharing is carried out, applications such as Gmail, control of
such information using the hybrid of lease and role security
and privacy model is no longer possible.
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Fig. 8. Sharing kiosk information on e-mails.

D. Offline File Sharing with Wireless

1) Time-based Content Leasing Using Wireless: Another
option of file sharing is carried out by using wireless technol-
ogy, where the two devices connected to the same network,
are able to share files from the Kiosk. If wireless is not
turned on,user will receive a prompt to turn on wireless. Once
wireless is turned on, the issuer of the content acts as a server
and the recipient of the information as a client. This way, the
device sharing the information requests for the IP address for
the receiving device (Fig. 9). As long as the two or more
devices are connected on the same network, they are be able
to view their IP addresses using the Kiosk ID Button. Upon
getting it, a user will click the Kiosk PAIRING button to
open the IP address entry and once entered, services are paired
and a data sharing session is initiated as illustrated in Fig. 9:

From Fig. 9 the Kiosk Application is leasing content to a
Wi−Fi connected device. Depending on the agreed time of
the lease, data replication on the client device is confirmed
by the toolkit. Towards the end of the lease during which the

Fig. 9. Leasing content to another device.

Fig. 10. Lease renewal request.

two parties have agreed to share data, the client device gets a
notification message showing that their lease will expire within
a short period of grace, such that they can request a renewal as
illustrated in Fig. 10: In case a user is authorized to sub-lease
content with other users, the user will be in position to sub-
lease the same information with others users on the network,
in the same way as shown in Figures 9 and 10 respectively.
If a user has read-only access, they will not be in position to
sub-lease such information with others users on the network,
but they may request the issuer of the lease to issue another
lease to another interested party.
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Fig. 11. Condition-based content leasing.

2) Condition-based Content Leasing: In a condition-based
lease, time is one of the conditions for content sharing. Other
conditions such as location are determined by the issuer of
the lease. Users are able to select from among the available
conditions before leasing content to users. This is illustrated
in Fig. 11.

Unlike with the time-based leasing model, where time de-
termines when the lease will expire. However, with this mode
time is considered to be among the conditions for the lease
to be active. Other conditions include: location signified by
Global Positioning System (GPS) coordinates (World Geodetic
System 1984 (WGS84)). Upon violation of any of the other
conditions other than time, the content lease is revoked and
users no-longer have access to information as illustrated in
Fig. 11.

In scenarios where users are allowed to sub-lease content to
other connected devices, the condition-based lease bearer will
be able to select among the available conditions, and be able
to sub-lease information to other users. On expiry of the lease,
the subleased recipients will lose access to content. To make
renewal requests, they will contact the lease issuer as shown in
Fig. 12 . The main content lease in this case overrides the rest
of the sub-leases given to other content users. Upon elapse
of the main lease, the rest of the sub-leases will no longer
be applicable. In scenarios of sensitive information, the lease
issuer is able to identify information as read-only and by doing
so, content will not be shareable to other users by the person
who acquired a condition-based sublease with no share access.

E. Bluetooth File Sharing

The next option of file sharing is carried out by using
Bluetooth technology, where the two devices will be able to
pair and share files. To make sure that data is compatible will
all the devices, it is encoded into HTML5, such that it can
be transferred between the two devices as shown in Fig. 12.
Should Bluetooth is not enabled, the Kiosk will prompt the
user to turn on Bluetooth. Once Bluetooth is selected, the next

Fig. 12. Completing action using Bluetooth.

option is to select the device with which the information is to
be shared with (Fig. 12 (ii)).

From selected and paired devices, a file is sent to their
device as shown in Fig. 12 (iii). During transit, the file is
encoded into HTML5 file system to enable HTML viewer
file format to read the contents of the file as shown in
Fig. 12 (iv). Devices have an HTML viewer which can view
information over the Internet or over the network or using
Bluetooth established networks. All smartphones are Bluetooth
enabled. Utilizing the HTML viewer capability is possible on
all devices.

F. Supported Technologies and Devices

Currently the Kiosk application is able to support wireless
technologies such as Wi−Fi and Bluetooth. Devices are able
to access content when they have the Kiosk client application
installed on their devices. The Kiosk device user is able to
share information from the Kiosk mobile application directly
to the client device using the available wireless technology.

G. Supported File Formats (Content Types)

For offline file sharing, HTML5 content type is the major
file format because of its applicability to all devices. For online
content other file formats such as Portable Document Format
(PDF), HTML5, and image formats that can be transmitted
over Bluetooth and Wi−Fi may be used. For compatibility
reasons with different phones, document conversion is done
depending on the device connecting and receiving content
from the Kiosk application.



Vol.111 (3) September 2020 SOUTH AFRICAN INSTITUTE OF ELECTRICAL ENGINEERS 109

8

H. Kiosk Security Support Tools

To enhance the security of the Kiosk, static and dynamic
analysis approaches are employed to identify any security
vulnerabilities. Chin et al [15] proposed use of static analyzers
to investigate security issues that come about as a result
of packages imported by the application, message passing
through intents, data and control flow analysis, data flow
policies via app manifest and content providers. Using tools
like DroidScope and ComDroid [12], [13], [14], security flaws
in the Kiosk.

Furthermore, we use dynamic analysis tools such as Crow-
Droid, TaintDroid, DroidScope for data and control flow anal-
ysis, emulation-based analysis and investigate logged behavior
sequence of the developed toolkit [13]–[16].

We implement permissions for enforcing access rights of
an application within the Android system. When installing
the kiosk application the user must grant all the permissions
requested by the app in order for the application to install
successfully. Through permission analysis, the toolkit applies
the principle of least privilege to only grant users access to
information they need. Leasing out of information to users is
based on conditions such as location and time using the hybrid
of a lease and a role-based security and privacy model.

V. RELATED WORK

Content distribution technologies in Uganda and many other
developing countries have evolved through various media
including newspapers, Web 1.0, analog and digital television,
analog radio broadcasting, tele-centres and most recently to
Social media platforms such as WhatsApp and Facebook [5],
[7], [17]. The challenges with the modern sharing social
media platforms is that they are designed on the client−server
architecture which assume Internet connectivity to access
content. Such platforms eliminate many users especially in
rural areas where there is sporadic Internet access in many
locations. Moreover, modern social media platforms do not
implement fine-grain user controlled sharing conditions for
sensitive information.

Greenhalgh et al. developed an interactive toolkit that
provides support for Internet in the rural and in-situ settings
of the U.K. [4]. The study shows that the need for offline
content access is not only required by users and commu-
nities situated in developing countries but for communities
in low−resource settings in both developed and developing
countries. The Kiosk was an extension of a previous content
authoring and sharing open source system, called PlaceBooks
that was specifically developed for rural settings [19]. This
work investigates novel security software abstractions that be
used to enhance security of such previous Kiosk approaches
that did not consider context and security requirements for
content sharing.

PirateBox is a Do It Yourself (DIY) file sharing and mes-
saging platform for offline file-sharing and communications
over a local area network [21]. It is built with free software
and off-the-shelf hardware. Target users of PirateBox are
people with advanced Linux skills and thus requires additional
development effort to make it usable for end-user devices

with user-defined sharing constraints. The project development
was discontinued, however, the technology is still available
although not being actively maintained. LibraryBox is a related
open source platform that is based on inexpensive hardware
for sharing and distributing vital information for education,
healthcare and other purposes [20]. Like PirateBox, it also
requires technical personnel to configure and setup. Therefore
this is a limitation to ordinary users who do not have the skills
to distribute content across the network.

VI. CONCLUSION AND FUTURE WORK

This paper presented the design and implementation of
a secure context-aware sharing Kiosk. It identifies the key
requirements that must be satisfied by such an implementation:
(1) spontaneous Kiosk discovery (2) user specified content
sharing conditions and (3) transitive and propagated security
and privacy mechanism. Consequently the paper proposed a
context-aware content sharing Kiosk that supports the above
requirements through key properties: (1) online and offline
support, (2) discovery of client Kiosks and device connections,
(3) and content replication across multiple devices. This is
further enhanced with a hybrid of lease-based and role-based
security models resulting into a secure context-aware content
sharing Kiosk. The model is validated by implementing a
proof-of-concept, case study, of content sharing in a hospital
setting. The secure Kiosk was designed to ensure that infor-
mation is disseminated over a wide range of different people
with interest in information sharing and services in an effective
low cost manner. Other than hospitals, results show that it can
be re-used in other settings with minimal customization. With
the advantages of privacy, online and offline support, and if
the kiosk model is adopted by people living in remote regions,
it will enable them to share information with other users as
well as enjoy the support of data replication on local mobile
devices.

As future work, this model can be considered in different
scenarios and consideration can be given to develop more
contexts beyond just time and location. The infrastructure
described in this paper provides the software technology to
implement more sophisticated contexts, for example, light-
weight content sharing strategies based on the network signal
strength or the risk profile of the intended recipient.
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